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A pvaffsntaticHj Sr. WUIiaa P« TMLedasa the Fewnilti/ 
and StodsQts of GSLosa 5o-B, Air Ccnsaunloation & Hleotronio 
^ Staff Qffleon* Courso* on 29 Sopteataeor JS$0 




Colonel Sheet*, Oentloaen) ?irst I want to assure you of ay appre- 
ciation of the {^ortnsiitgr to coos here to talk to you on lay 80 b;{ect« In 
Inviting ae to aqpeak on the mS>je«t of CcDBonications DoteUigoiioo, it 
was indicated that ’'the ohjeetive of the presentation is to creete an 
aasr&SQSs of the l^u^cgrouad, developtBsat, and acBiner of eaployaent of 
this vital sdlitsvy wsqpmu" CkmonioationB Bitelligcnoe ess not alssors 
r^arded as vital. I aa realndsd here of a story that I read soee years 
ago in m old book^ and the stoiy taay be apcMsyphal, bub I give it fbr 
what it is worth. It seees a2x>\it two tJiousand years ago there was 
a Persian queen whose nes» was Seralrarala and who took an interest in 
cryptography. Whether it was becaiace of that interest or othenr uonatiaral 
oirovBistanow, the record doesn't say, but ai^cnr she act an untlaely 
death. Presisaably she sent to {{eaven, or perhaps to the other place, but 
having left instructl(»)8 as to the dispositicsi of her renaisa, they built 
for her an is¥>oai:^ oausolena in whidi her sarcophagus rested. Qi the 
outside of the taowseilaua thm» was carved a mesaagB, whidh said, "Stay, 
weary travelsri If thou art footsene, hwigry, or in need of iscaiQy, 
unloek the riddle of the e^iphw graven below, and you will be 1^ to 
riohea boyond all dreaas of avarlee.v Then undnviaath was a 

QzyptogroBi. For several hundred years the possibility of sudden wealth 
served ss a l\»e to all the Mqrarts who tried their hands at des^liharlng 
the oessags, bub they wars vdthofut suooem, until one day, prasu&ebly. 



lECRCT 



REF ^^,^,4^6402 



alcmg oaaa a l(mg-«iiiak«red» beapeotadod individual tdioj after ygotkiin^ 
It t€» a c<xaiderable Itmgtd of tiaB» solvod the aesaago* It gam 
hia detailed instructions fiar aaking a secret entry into the toob* 

When he got inside be found an instruction to open the s&reoiJhflgua^ bat 
ha had to soXto soothar oesoage in order to do so* Possibly it involved 
finding the corrcot oaobination to a ^-ttsahlcr look! 3011« he solved 
that one too» after a lot of norkf and opened the sarcophagus and found 
a boK« In the box 'saa a masage in plain lensoage> and this is shat it 
saidt <^1319 thou vile and insatiable amnstor^ to disturb these poor 
hemes | If thou ha<^t learned soemthing saaafe useful than the art of 
deciphering^ thou uouldst not be fbotsore, hungry^ or in need of noneyr^ 
^Sany tdbaes in tho oourso of the past thirty years I have had occasion to 
that I kasw the old gal’s address so tjjot X could put as a first 
iadorsffifint to the basic oomunicaticn tho single itord "Concur*" 
aryhemr^ it’s been an interestii^ llfe^ if not financially lucrative* 

•tow I m going to read you a short paragr^ froa ttais iSagaalne of 
Deooobor 17« "^[agio Is the ftttd for Itp 

"H*S* citisens diseoverod last seek that periu^ their 
laost potent secret seaq;»oa of iHirld War ZX sas not radar« not 
the VT fbse« not tho atoa b«ab^ but a haznless little aachine 
shi(^ cryptographom painstakingly constructed in a hidden 
room in Wsahiz^gton* With this aachine» after years of 
trial and eanpcr« of infereaooe and doductioa, oaeyptographers 
have duplicatod the decoding dovioos used in TGdqro* Testiaoqy 
before the Pearl Harbor Coacdtloe had already shown that tho 
Machine kaemn aa *Maslo* vas in use long before Saeaaiber 7> 
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had glvea aia|dLd loming odt the sneak sttsek i£ onO^ U«S« 
trass hats had been «art eaoug^ to realise it» 0«Mnral Marshall 
nov eontlnasd the atoxy of ^Magla's* aagie*” 

And then it goes on to say s&iat that story sas* I hope X'lX hove tiae to 
retam to it a little hit later cn* 

< ^ . I hardly ased to stress the neoessity £br secrecy in this business. 

Hope far fhttere suooim depends to a very great deeree on aaintainiag 
secrecy reapeot to past Mhieseosato* Changes as s result of sai^>eeted 
. coqprceiise of aryptographle aystcsaa are easy to oi^ and -mey hard to foUosr. 

The effects of leakage or oosgaroarUw are not local - they axe trldasprcad, 
because of the eide^pread use and distrlbutioii of particular cryptc^rsjphic 
Systaas. During We^M War II» I sight asy^ the continuance of our success 
huE^ by a very slender thread. I m resalnded at this point of an instance 
of ttiis sort hsqppenad just a a^ort ti£» bef cse and to avoid 

rfawtttg TttaaFtB X ikLII alnply say that there aras a chap in a certain cspltol 
of the eorld sho «sxt a message to his hacas aoearnaant in uS'iicdi he said 
that he was getting a bit woerled about their coBESsilcations* In au^^tance. 
he aaldi *Xou knaa^ these suny tdlegraphio o:sch8nge8 that we are havingj- 
With this matter in hand, have put a great strain on our cipher 
systca because they have aade it ne<»8sary to be very voluminous in our 
oorrs^ondonee. so that X aa afiraid that perhi^ soae third party si^t be 
reading our oceaaunloationB. I think we ought to do sooething about this 
. ri^t amay.” wo read thats and wo wars very asioti upset fbr fear that 

they would take the hint and that sooething would happen. So wo were on 
tentextiooks and pins and needles for too or three days until we got toe 
reply firen headquarters, fou can iaagli» how agog with exdteasnt os were 
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wtllX the aoesage vaa processed to tiitt point of IntelliglhlUty* 
paawphraae the repSsri^ it aaM^ 700 Motbem extxeoltgr of e 

hcr 8 C *8 ttaatOBt^i di»ft yoa realise that shat you are saying is «sy out 
of line? QoaH you knunr that our ayatea and the machins has so sany 
pexuutatlcns and onahinatlona it% lnoon«^vahie that anybody ahocdd be 
tSsSja to read these oraEamicationa uithout having ihe naohine and the 
3cay? HoWjt don<t you s o rr y 02 y arara about it* "Sou *tetad to your am 
businesBf and im*31 ftend to aars.” ife vrom very haiiijy ^hen ue tmSL 
that one* The thread uas indeed a very thin one that tins beoauam It 
9Q8 paasLbCte to do quite a noaber of things to "soi?> up* the ays tea, aiy 
one of ^ioh uoold hove ocaagdad us fca* aioaths to get book into a state 
of readi^allity* 

hardiy need to give you a difiziltloa of oonaunicatloos inteillgenoe^ 
or GCMlMSf as ue cnU. It for short* lo doubt Maimr llorrlsoQ has already 
dealt vdth It^ so I will sia|>2y elte its three aoin objectives* First * 
to provide mithootie infosoaticm ftr policy askerst to sgjprloe theci of 
the reaiitiost of the int^national sitiatioaf of the war waking capabilities 
and vulnfirabilitieo of foreiga coontxdssjr and of the ixitentions of those 
countries with respect to war* Second - to eliminate tbs element of 
surprise from an aot of aggrwslon by aao^tar country* Third * to provide 
unique inforeatloa essential to the suocsssful proaocutlon^ and vital 
to a ^lortmiing of|^ the period of hostilities* 

noWf the background of <S(MISfSt which is based vgaa the sdsnee of 
cryptanalyais^ has a long and very interesting history which is InsKtrlcably 
bound up with the history of cryptography* Die tno ora but oppocdte faces 
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of the «ao 0 wing tor progrwa in one InevltabV leads to progress la 
the othop* .Hence* while talk Is to be devoted lerpady to crypt- 
anaS^ais and G03IM, I will hate to deal aJLao, to a oortain eBctcaxfe* 
with ceyptogps^iiy md ccanmiootiooe seoxtrlty^ or CXBSSC* Sag, bwaxtse 
of the aeccracy or oloi^ of oiffleialSy snsronnds the 

whole field of oryptolc^ and eqpeciall7 eryptanalytios* It la oEnrlona 
Inforaatlon with reference to the bedkgrotmd and develop- 
aent of the aedoKS ia fcreisn coontrlea is quite S|«r8e| and al^otigh 
after World ^ar H we leaz^iad such regarding the acceapltahawnta in 
this Held of work hor onr eneedesii eecurlt/ rulee prevent w aayii^ 
wexy catch about how good or bod they were in tmoparison with us* X can 
only give a fairly good account o£ 0*5* activities ^ to a certain 

ptdat of tine* and even I will not be able to sof very auch alxntt 
the U*S* SBCi3r*a COlO? activities# becauee I don't know very about 
that background mtd prefer not to give ary inforaatian Which I ean*t 
doewaent« In any oaso# I ai^t eey at this point that our relations with 
the lavy in the early days were sudi as to preclude ay knowing vwcy such 
about what they were doing# and vice versa* m ^ course of ay talk I 
will give iUustraticma of cryptanalysis# socib of which foam part of ay 
am eapadenee* Modesty would dictate their ooission# but because of 
their poesibls Interest I will tiusa and will here end now oaks a 
eanarel apology for the uae of tee pea*8onal proi»»uru 

^ How aoy ws have the first alido# please* Cryptography and orypft-^ ^ 
aneOysls go back to tee dawn of teo invsnUon of writing* here X 
^ow an instance of <»qib«r in teorsitie* In derekdah ohaaevmiX 
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fiotpreesion “And thd king of Shos^^akh ^aXI drlidc after thaau“ Also in 
dweaiaSx *'Hov is siiedudA takear* wailt for manors wsaagr yeses 

that naas raaainsd a B^stesy* Ihere e&s no sucb pilaos* 

Bat them aoeaabody discovered that If you srlte the t»onty-t»o Xstters 
of the Hshmr alphabet in t»o rastS f eleven and eleven^ like this# you 
set a 0 u! 3 atitutlm alphe^nt shext^ you can replace the letters fcy 
those standing 0 |>pQsite theou Fear sxoqple^ “shin,“ is repareseatad ly 
c'Bsth" car idee VQrsa§ so that "SkS 8 lu[^«“ translates “Babel>“ or 
** 3 ^ 1 oQ«“ 3is vonaLs had to be jnppllaci* mddsatallyj aantloDlag 
the Bible# cm say that Daniel# tho ssas^4ia first psyehoanalyst^^ 
also the first aryptoaalyat* X say psydioenalyst# because 7011 
rearotewr hoar he interiTreted rj^boAadaeamfirts dreeas* In the 31fale*s 
cam sords# “BObue^iachaussar droaaed dreaas# whsroBrith his spirit sas 
troubled# and sleep tarako fron hla«” But idten he soks up he Just 
eouLiaH seen to rcaBBgaer th^ aoming lie called for his iaagielans# 

he*d hsd during the liLght* Ihcy asked h±a» “^Biet sao the and he 

said# “^sll# I don*t raoo^aer it# but it<s part of your Job to find that 
out and tluni to Interj^mt it«” Xhat sas a pretty stiAf asalgssaeKit# aid 
they foiled to mka good# shidh irked Mabiwhadnassar no end* Sings had 
a nasty habit of chopping your head off In those days if you foiled} so 
in this oass it coass as no stvprlse to liram that iMKUshadaesaar passed 
the sord along to destroy all the slse aen of Babylon# including Daniel# 
ISall# Own the Sliig*# guard esae to get Dan&eX# Daniel ai^sd that he be 
given a bit of tdSBk Thai# by soee hocne-poga^** the record tdi^ily soys 
that the secret see revealed to Daniel In a ni^t vision - sas able 




to reoorataraoft the droasi aisi then ixAmpe&t it. Scsae years Xater^ 
SrinK^hadaetsaaar's son^ afOirtiaiHiar^ saa giving a flBaaty and (Rising thn 
eoome of the feast the fingers of a oen’a hand appeared m the salX 
bahlni the oandleBtiL^ and vrata a swarat aessagni Beilaihsnawr van 
vQxjr iBOGh v|M»t told oalXed fhp his soothsayers^ dialdaon soivosvcnni^ 
tsagleiffins and so cm> but they oouldn^t read the iaeasage - apparently 
ttu^ conXdn*t even read the oi^iier (Sniraotsrs t we3JL« Danl^ sas <»lled 
in and anesoaeded not on]yr.::in reading the aritlng on the mU.: ’*MenBt 
aeost t8ka3.» Y^sbaon^g* bat also ^ aaaning of the mnrtto. Els 
intespretatloa aaa '^Uteoefi •» God hath ooc^bered thy kingdoa and finished 
it* '’Tekal" -*4hoa art wad#ied in the balannes and found mating* 
"lIpHsralag’^ or rather 'H^’er^g” (apparently <^tap aho did the hoadh 
sKiting m t^ie sail kimst a thing or too aboixt csyptc^raiibyg beoauae 
he naed ^*varianta f) • Siy ^Lagdon ^loU be divichid and givon to dbs 
Modes and Persians*^ 

The next is an lllt»tration of the earli^t cks^r device histoey 
reoQcdsg a davioe ahieh was called a acGrtaIe« used by the anoien^ 
Tja/MfteBiwria^ ^ OTsshs* Siay had a aooden cylinder of ^x w xi il o 
dioemiomg arosnd ehidh thoy ttrappcd aplraXly a pieca of parchxsentj 
they then wrote the sassage afitroae the edges of the parthaatt, uneotoad 
itg and sent it to its dastinationg iSaere the rooipiimt would, aiad «s 
parGhaant sraisai an ldentlcaIly^<di3^isiQned eyllnderg and thus faring 
togathsr properly the bits of Xettera represontine Vxe meae^* ^bls 
dlagm&g insldsntaUy^ is not correct* !Eho wlting was done along ths 
edges .of the parchnsntg as Z said boforeg and not asdusm In this 
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pdeture* ler the «B3r« the batm ndd«^ tl^ Btfirapean aanuRaXl 
et-ill oanlds as one of the tnalgrtLa of his hl^ office derive £roa 
this Tsry instrussnt* 

Caeoaor^ of eoursoy is yteHl keuam 2a hiatoaesr to hove need oxs'pte^ 
gcapby - a vary glaple oathod, obviously, because all he did ytas to 
replace each letter tiy the one that eas fourth £roo it in the 
dcaro aas one of the inventors of timt is non called ^unrthand* fie 
had a slave by the n«aa of tiro eho wrote for Cicero hie records and so 
Oh, la ahofthaad or tisp^sfnean notc», as they nre called* 

Ihe b^nningff of aodeara eryptographsr to be fotsad in ?eaice, 

MO jjg. ^ Papal about lUOO* I stios next an a2|)habet of that p^od 

vfeloh is iatereotlng because it snouB that in those early dsys 

they already had a r^»i^niti<ai of the baaie xtaakoai^ of shat m call 
single or ncxasaill^^haibat^ sohstituticn* Solution of tJiia of cipher, 
as ycfu all knosr, is accocsplished by using data baaed i^tcn fireq.uenci^« 

I donH have to go into that b^^auee all of you, at aooe or otiier, 
have read ^"!he t)oGL<i Bnga” aad understand tisat sort of analycdA* But 
this slide siiovs that the early Italian eiiyptogrsphers introduced a 
aethod of dlaturtdng the noraal fipequeaci®©, by hnvij^ the hi^-fTaqueacy 
letters r^sreawxted by aora then a single charaetw* I sill add that 
the earllast tract that the tnrld pot»»ase6 oa the select of axyptograpf^, 
or for that aatt^ji cayptenalysis, is ^urt «hich sas vrltten in li»?2i by 
a Bespolitasif dheee naae me Sicoo Siiataietts* lie seta forth the latmlplea and 
methods of soldng oiph«ni, sr sisple ciphers no doubt, but he describes thea in 
a very dear sad eonedse fora* Ihe first botds or estoislve treatiee m 
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c g yp t o g r a gay la that tsy a Gansoxt at^t nased Aithsatm^ iribo azote his 
omsaeistal aork in 1531* He planned to ■artto Jfour voOLvods^ )ait ho quit 
with the third om becaueo he pusposeljr arote so obseuredy and made such 
rantsstic olalas that ho got charged aith being in loagso alth the 
Oaeil* Ibey homed his books^ as a aatter of fact* 

Tfa are going to a vasrs new to eooo ooGaaples £roa acre recent 
hls'U»^« This slide ahoss a cipher alphabet and ayetaa used t(jr lSai^» 

QQsan of SeotSt in tto period or tlnzmahouts* Ihecre wa& an 
Italian ciyptogrt^Jhar whos« neats nas Porta and aho wrote a book^ 
gmhXlflhcrt in 15639 in which he ^uiwed oortaln tj^pea of alphabets that 
have ooBB dosn in hlatozy and are knemt now as Porta*3 Alphabets^ Here*s 
an aaffleaple of the Porte Tablsy shofoing ono alphabet with kajr letters 
A or 3» another al{hebet Tilth bsgr letteim C or 3^ and so on* X don*t 
want to go into eocaotly hew th<^ ksjr letters are used^ but it is 
suf fiolimt to sajr that erm to this day eryptogram using the Porta 
alphabets am occaaicmally enoountsred* Incidentally^ Porta Baa quite 
a fellsv* There are lots of people Ttiio re£ap to his book but ham never 
reed it* I took the trouble to have it trantdated to see just vdxat he 
did sagrji and he wasy in ay t^pinlent the greatest of the old ezyptc^raphers* 
Ineid^ttsllyi also he was the Imrentor of what we knovr as the caasra 
obscoras the progenitor of our aodem caosres* I think also he was oao 
of the earliest of cayptanalyats able to solve a aystes of keyed sbbsti* 
tatLoos that ISf vAiere the key is <diax%iQg conslstentiSy as the aassags 
undsKgom e"**^r* *e” ***tf Portal table was aotually used in otfflcisli 
eorrcKqpondence* Here la a pdUstore cf a table that vaa found asoog the 
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0tata pssgm oS Qtmm Kiiaabeth*s used for oaaaBana«atiiis tUtEi lha 
,^sga»03edor ta 3 }>aiiu It usad Porta*s aljdsabete* 

Ihe nosct slide I show ia a pioture of ubat oxyptcsigraP^erB usually 
gnii the tl^sn^ Skjuare ^ Vigsa^ Tahlai a set of tmusty-i^ 
alphaheta socesssiuBly dlapAaced one latter per rtm» fdth the plaln-tsxt 
letters at the top of the square sni the kagr-letters at the side* The 
astbsd of uslag ^e table is to agree igxxu a key Dford^ i6xlch ooui^ the 
equivalecte of the plaiuHteoet lettecrs to change aocordiog to the siamier 
ia uhioh the Jmy <£u»ges* 7i^nsro also has an interest to as 
heasmo aXthou^ lie is cosBacnly credited eith basrlng iasi^ated that mjcase, 

he really dldntt and^ i^at^s moreg never said he did* Here's a pdcttse 

/ 

of it as it ^ipears ia hia cm. book* It goes coisidorably bejnuid shat 
^us oidinsry references say about his table^ but I eon't go into those 
diffensioes because they're teclinicaX and perhas^s of no great izdcrost 
to you today* 

Ttie asset eryptographer I trish to osntion is a ^rmc^samg Fxwaeois 
Vi&tag an smiamt mfSsemtxalaa, founder of aodemt algebra* Ih he 
beeasis OCRjas^or of ParXl^sot at Tours and ^sn ?r±vy Counselor* ihiXe 
la that Job he solved a ^parsLah cipher ^tea using sore than ^00 



charaotars^ so that all the %oni^ dis|}atches falling into Weaxii hands 
sere easily read* FhiUip II of Spain eas so convinced of the enfsty of 
his cipher that ehea be found the FTradh euro asrare of the eontonta of bis 



letters to the Ifstherlaadsy he complained to the Pope that the French ware 
using scrcery against hiaw Vieta Jiaa called on the carpet and madte to 



eaqplain* I \Here is another caso ap ls cf another old official cipher* Here ar 
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I ‘ th« al{ihabet8} and a sliding eardy ahicn could be Edited up and ddany 
was used tor cimasILae the isa^g or as a asans c£ enanglng the iesy* Here 
1^'ir is anofthexv ealled the ”tao*eKiuare dpho*^* or **tso>el|)t«b(rb dl|3bar'*| 
it Involves eoardlnfttee: hare is ono coi^^te alphabet and hexv is 
another ons| the coordinates ore used to rcqpreaont the letters* lhat 
' eas oDtoallsr tased In Charlea Z<s tiasg 1627» In coaraunloatlng site 
FranoQ and Flanders* 




•X 
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I eant yo jua^/aanr to' yha p»xd^ df the inodcan I^vdtibioQf la 
H*S« histoiQr* Ihe s ^ta as isMKi the iUaerlcaiui and the Bdtiah 
msn alawnit Idemtioali In one oasaj In Zaet« tho^ used the aem oods 
book! I have seen referaices to an kaariCcm uho &eem to have been iba 
lS 0 n&atLm*a S^&A$ for ho uaa the cipher eapert to Congr^s and it is 
elaiaed that ho aanagsd to decipher nearlsr ally of nob aUL^ of the 
IbriLti^ code aossagei intercepts l^r the AEaericanB* The next ’ 



ahovs a *dLeturo of a code or '^sorllabaxy*" as so call ity inted bgr Thosas 
Jefferson* Tills asdlabsxT* is <»nstin»ited on the so«callQd tao-part 
psdnciple* This is a portion of the decoding section* Ton sill note 
that the mnaeclcal sfov^b are in coosKioutive order bob Iheir aeaalngs 
are at randoo* Thqjr have no alphabetical order at all* It sia^>37 aeaos 
that you hove to ham another sectiaa^ the encodiRg i»ctiea« in iSiich 
the eerda are in alphabetical order, and their equlTalonbs are in randoQ 
order* This sort of ayatm even todsy is in extensive use* Jefferson 
uas an dll><(rounci ganiuss and 1 shall ham soisBthing to aay about hia and 
caryptograjdiQr a little bit later on^ I hope* ^ HneVs an intsx'estiiig sUda 
(i^otdag a piotoro of a letter vMch 4»^niiaiii> am ■Wis^ Benedict Aracdd,c^ 

I 
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In dacdi p herabla l!k«a8^aabXe (km latter*" It has never bmm deeiphersd* 

It mads# "2 have bought a mw and calf Asm 0«i* Ji^ Joseqph BtiUis#* 
and so Sooft^m Iho raaacn that it hosQ't been deolpherad is that there 
isn*t enough of it to fom the basis for a aolxrtloo* 

I m seing to sagr a £ms words about Egyptian hierc^gl^phics £br the 
mason that I think that that minesmits the nesct and a great landaerk 
in -foe hlsttny of oryptographor* About 2B2X a Frencdraan# Chaayo5teop» 
startled the eorld Iff beginning to jnMish translations of E^i:n>tlan 
bierc^^iSfl^cs* Ibis is a plotum of the ^setta Stone* It is a ta^ 
liE^nial iaseri|itieni i^yptian hierogi/phies» foUotred \ff Egyptian script 
called "Bimotic" and then CTeok* ill three taxte sera asstsasd to ear the 
sane thing# of eouree* It eas t^r aeans of thi^ tri«lingaal iisoad^ptiai 
that the l^yptian hieroglyptaie erlting eas finally solved# a feat vhicdi 
represented tho suceeaaful solution to a cryptanalytic problea# the najer 
part of Tdiidh ma lingoLstio in duiraater# £or the cxyptanalyUo i»rt eas 
relatively sisple* In the hieroglypiucs thore are ^iin^ps that se call 
cartouches# that is# characters onoXosed in a recrtangle narlesd ty a 
graven line* Hers are sees oxat^lm* Shis cna una on an e^>eliek# astsA 
mm mapamteA of rcqpresenting the none det^tra* I s q p pc ee the vmaon 
for that amuo|}tloa «as the mpititieo iwm of tvo chametem at a proper 
distance to re present the teo A *8 of dooiiAtm* taking the various 
cartoudies# writing then oat oamfUUy# studying theaa on tho basis that 
this ca rt o oc h o ess doopatm# it tarns out that iff taking the ohsmoters 
in the cartouches# substituting their eqpiivaleat Siamai letters and putting 
thsoL in the proper plaoss in other cartemohes# bit by tdt CteapciHiOB sns 
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able to ortablish tmaaa othei* ^an CGLoapatra» sudi ae Ptodas^, Alexander^ 
and so <m« the war ia vhioh a start ea* Initial break vaa oedi with 

reflect to the Hoaetta stons« and Sgjrptian hieroglyphics were .CirtBlly read* 
21 «B8 VM 7 fartuaata that the eorlar attadente of Bgyptologjr didn*t kaov 
that the Bgyptiane also used osesrptograptqrl Soiao of their erltlngs are not 
ixiiy *pla^»«ts3ct hl«eoi^lyphios»* b«t thogr also had "oxyptogra^jhio hlem-> 
^lyphiss” t HerSf fcr imteasa^ is an esaopla of stdsstitation* fbat 
charsst»ar in plaoe of this one m mas "to speak*" You see the finger 
pointing to the amdb« sad so on* 

l^^lllUl" "**'*'*^'**"”*''" * ' 

- %sr X m. going to ^ period of the Civil ihr w the "l%r 

BelmaeQ the statss^i” in U«S« history* Here is a picture of a cipher dsvl(Mi 
used by the (kanfederate «^ptiured at 7icksbaxg|» one of our Waaem 
treasure* The devloe is a cylinder covered with a Weet of beexing 
alphsbetSf the alphabets of ^Tig^taare tahloy in other a pc^U^er 

that you could slide* and a thnsab knob with wtilc^i you could turn tbs 
cylinder aet^cding to the key letters* 

There is one person I passed over in getting to the dvil Wst period* 
Bdgar Allan Poo* in 10h2 or ther^dxnxta* kindled an intereot in crypto* 
grsphy by his taaom story of "Sis cold Bng*" ami by sooe articles on 
cryptography in aemagepwa and i«amals of the period# 

Here is a pietisre of a aaosage* aathentic witbout question* which 
SBs sent by Ib^esidsnt Xdne(^ to Qen* Burnside* It*s TBxy aiJ!|>le« Xt 
reads this esy« of eoerw* cod oakas no sense} but if you read it baob* 
wreksp it mkaa enoellent soises *Xf Z Wohld be in a boot off Mffi&A 
Creek at dark tocaovros* ^fednasdey evening* could you without ir»onv®3icnco 
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awt ae and pass an hoar or tan olth an? (Signed) A* Xincnto**^ I thlidc 
the PresldBBt obs Iddding a bit* 

iBvia is a phoit^roph o£ a page or too froa the code book and cipher 
asfstoa iHied bor the IWerel Aeq/* Sugr had idntlb' oallsd^*hroate oiTdie^^ 
that ia, . >rtri* .rtth l»dlea««. of^»o»to te he 
snd trcBoaribing the sords of the aeesage* Here*s hcnr ywx srite the 
aeaaago ins the first sord^ second, third, fourth, flfthf sixth and so 
forth! then you take then out according to another route* And here the 
thing Is cotsplicatod by the use of arbitrary equlvalen'to for the naoea 
of iq^K»rtant people* "Br«ildstit of the U*S«” is repte s ented by "Jldat^ 
or "Asia*^ It had too eqolvalaits, you see* Here are sooe of the nan»a 
of faaotai or sell'-bnoim officers of that period* I haue with m today 
the oo^lete set of cipher books used by the Federal Aroy during that 
period, and after ay talk tho^ of yt»i sho udsh xey cose Mp and exaiadne 
thea, together slth certain oth^ eoiiiMts* !£he next slide is a plctors 
of a asssags sextt to Oeoeral Gmit in os» of those route ciphers* I 



shall not take tiae to read it* 



Ihore is an sscEB^le of a type of sMret '^tlng eqployod by the 
\ fkeaeh In the ?reeaoo"Pro8sian War* It oonsdLsted of code grou|>6 isritten 

t 

out iboa a code bcKdc* Tou reuaaher that in tiie Sie^ of Peris tbs 



\ 

< 



PTend) sere coei^teily out off, so tiiat asssagss had to be sent out by 
pigeon* Ste osssage tns photogre^ed doatt, and •>«> this, I b^eve, uss 
the first end earliest eogcg>le of stLcro writing used for ssUitary purposes 



; the ffisraasB was, as 1 said, photogngihsd dosn and mnt out by aeons oS 
; CBPxiegf plgs(»u ^Rais Is a copy of one of the «CBHplw» 
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After the itaTi or ?sr 3staeen the States# the va» of exs^to« 



in UixLted States aUitoey affairs sent into a docUna &3t a Img 



period of peaee# and was broken cfcH^ briefly by the Spenlah^Atasrlcan 
Bbr* In 2S8$ the lar Ilepartoeot publij^iod a <»xie eeUsd ”Gode to 
Insvore Seereqy of TelegraE^#** based on a amalX ooaa a rolal oods# alaost 
wooed for «wd» I hare a cc^ of that with ae mtd if you wicdi to «aaB«ine 
it you*H got sons idea of how naive w were in those days f In the 
SpanishHUasrlosQ War there was very little use stade of sound crypto* 
gys|ihgr» w used that cods# had no secrecy -ehateverj but then 

m oust r^as&iier there was i» such thing as radio in those days# eil^iar*’ 
So 18^ the Chief Signal Officer undertook the preparation of a suitid)le 
codSi* JSeosaowf was stressed the Chief Signal Qfficear personaUy did 
hU the woarte* IQ 1^ the ’'Ciphor of the War Departseot^ use published 
by the Adjutant General* IQ 1^06 a revlsioa of that was puhli^ed# md 
in 193$ a eosplately near code# War Dspartaient Itelegrt^ Code# was 



p0b3iahed« 3ut# belieee it or i»t# that code was palsted by a oaaaaitdLal 



hoaee in devulandl \nVo-^ Ua. U.S. U> U>T hcf>nJl ^ . = , 

tite oWk now to the World War I period* ^th Herts*s disoowsry ofu^ ^ ■' 

the so-called Hertsian waves and Maraud. *s practical dsaaoistratloa of 
slfflwlllns by wireless# a new era is adlitary ooeaEnmieatlons was uShored 
in# and also a new era in cryptology# The first wide usage of BireXess# 
or neiio# as it swm eaae to be called# was in World War I# but dereCL^ 
aents la eryptogSRiphy lagged a bit# as we shall see« 



First# I will diso^ the ta c tical in» of dptuu* ^rsteos in world War 
Z# beeapoae these wvn used in preference to code systeas# wixicii ease later* 
Here is s picture of a cipher systen used by the Rusaians* lou will note 
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that It is nothing bat tho principle all over again, using 

' ; ^ 

iiubSmts instead of Isttora, tap it re p s o s c Bts only a oaaa imoivtng a r 
set of 7 or 8 a3|d^beta used repetitirolar, tgr a key maabsspf tor 
edbetitutlan* this was the daeii&eriag talfle* the next idlds is a 
pietore of a £ront>41ae dpher a;i^tea used hy Hno Trmdti* Zt was a 
tranc^KMaitioQ systen, the eoXoana being bor® tronaoribed according to 
the oeAmwr kogr} in addition, certain disturbing eSaaants eane into 
the oetbod by taking off the letters in diagooialsv And here is a 
pioture of tho aystea used by tl» Italian iray in '^orld I« igaiSy 
it is ohly a usrlatlon of the old Tigen^ systoo* Here is a sfstcBi 
ly the iawmtod by or, I j^ould say« it was a 

cc^3bination of two aethods put together in a waxy clever war* ^ 
called it the ASTOTS cipher because l^e cd^^er teset consisted eKoItBivo3y 
of those letters* An alpuid)at in here, arranged aectardlng to sons pre- 
arra»(^ plan, with the coordinatss ADFGTSj the letters of the aessags 
wsro th«» replaced by pairs of ooordinatesi for ooeae^le, the letter E 
is r<^>reaentad by A0, and so fox>^ lhc«i a sisaerioal key, developed 
froa a key word, is written over the A*s azid so forth,, and the 
la tiers are then taken out in coluans according to the key order* Zhat 
system was a brand msr thing in ailitory oxyptogr ^ity and eaurod no end 
of headaobes tor the Allied oq^ptanalysts until it was diseovsred ;}ix8t 
hosr the sol ut io n oould be aohievsd* Die solution was not a general 
solution but depended upon spodLal eases, but these hai^MiMid so often 
thOEt wa sonid bsift on thsa ocoutrii^* lhat nipber systen was raed by 
^ Qerwan hi^ etaaaand and eonsequesUy sotusone soon discovered that 
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if you aada « eitart lotted ^0 ombor of JJXPOfX. aessoges interoepted^ 
«tqr ycm ootdd dlooovar oertaln tilings about the tactical sltoatlon and» 
aoro lGq;w!rtaat» ycra ccrald^ dth acme d ag c oo of aosuranoOf prodlot ishat 
ol^t hai^>eru ^Biio is a chart i^uioh t» got up in the aBF* based 
tbs iDFGfTX lnt«respt« Siia^ gentlascnf is the firot lUostration tiiat 
I knos of in bistosy of os»i of the basic prinsLples of traffic acuOysIs^ 
and taraffio intelligence* Ihe oast slide glTss a picture of %bo a&et^ 
of ^oooBiuniqiaeo” tns Issusd* "Bulletins* that se put out atuai tho ADFGVX 
saessages tmee read* Here is one of a set of oos^ges^ dated Bcm»sber 20, 
1S33| of course the war was overt ^ this gives; rosy iiaportant inf<»«i8^ 
tioai about the slthdraii&X of MBc k e iwan ^s amer Into Hovennla* is 

the GeonsKi text and th«re is the translation^ an intrarasting and 
autiMootlo aessags* 

For tactical stsssages the aritis^ sad Aserlcsuos in ?orld X used 

a asithod kiioim as the Playfair ci#ier^ invented allegedly ty Lord lytm 
Playfalrif but ha didn*t invunt it «* Sir Charles Hlhe^tstone imfentad it* 
ifeeatstcne, uho is credited with imrenting the electrical 
boridge timi la knoiin by his nasaot didn*t iamsit that bridge - a chap 
naoed Christy really did* The saethod of Playfair eneiph«rasnt is to 
have a ^piore $ x $, in shieh you start in ulth t, loay «ard« than the rest 
of the unused letters of the sl|A^bet* (I and J are tr^ted as the ease 
letter}* Xf you uaat to onclpher *a^ the equlvalttit is *tr*f by diagonal^ 
and so on* ISwro is an exaffipls of hoar a oeasage is enciphered* In those 
(bysf 1^« that regarded as pretty hot stuff* Xh £act» an officer 
the Ansfeloan <latnp l» beosae chief signal Qf£lo«r« SajorOffioaral 
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Itsaftxsrgae) nrcrte a littla treatise^ puhliatod in 259ii« in ntiidi he 
dealt nlth this PlaQrfair dpha* aoretm* The title of hia sork is 
"in idVEBiioed Pro'dea in Or^ptoge^aptiy’*" Todsort our aost deiaantary 
students are given things o£ that sort to solve aftiv a fas lessons* 

The British Arrqy pn ^w sa d a d|tfiar derviee in ^orld War X* 
had icanufaotured a great auay of thea and distributed thonsondsj 
thcgr pro|K»ed to the French and the Aosricans that thqjr use the sane 
thing for taetloal CKseaunieotlonsy bat It eas never piut to use for 
reasons that I hope to toll you later* 

'Jktttj, I«d like to sc^ a fssr eords about codes axid cods s^ystesas used 
in "^Id War I« I you all Iokjo that a code a^stm is simply a 
sort of dicticssoy in ^hich the uordS} ptirasos actd sent^ices are 
x^^spresentohle ty az^trery grcn:^ of letters or figures* Here is a 
page from a oosBercsial tel^rath oe es^sesedal cable coopaay's cods* 
becky vhich tiif^ offer to their eustcRaers. Iou*ll notice that 
of these code groups differs every other code group by at least 
t8R> letters* M eaU that "the taroolotto* differential*" The reason 
for ^isvlng each a differential Is that e zr o r s are sonetiaas aads in 
transtaissica^ but the likelihood of aoklng too errors in the aam group 
is mit nearly as great as aaklrs a single error* The 2-Xetter 
diffbiential affords ne^ods of rsadily eorreoting a grtnp if it has a 
ainslB error in it| eith a bit anrs troidfLe 2»letter s mr s oan also be 
Gorreeted* Sosy code books and codes are ooepiled to be suited to 
SflOBBtal or epQOillc kinds of busi n oao* They apo goieraliaed^ like a 
general trade or cdiippixig oodo^ or a code for tim autooatlve in d ust ry^ 



REF 

aynd go on} bo6 aay also be hl^ly spedallsod la ebaxtieter* The 
zMoet allcitt shoos a hia^ily opocialiaBd eode« ?ou knoo^ thexe ore certaia 
people oho beliooB f iimljr and In tlM ponor of healiag ligr 

gog^tloa aad ohat aotp saod hesfe is a plofeure of a eode book pat emt 
hy a s^^tleean stio oaa a orofeaaio^ial la that fiidxi* 7ou*ll notice 
tl3Bt the purpose of it tnus* of oourse* to be able to reoeivs treetiasEit 
frcsa or li^r yotor can practitiooM* no oattsr ahere you sent* Thmp^ if you 
go-Op a trip and sent to consult your praotitionsr, you can sand hia a 
aassage and t^Ll him shat yoa thiidc yoa are mtffeping froa» of course^ 
ytm think you are suffering fToa thist that or tfaa other thing* ^ 
code is in Stilish and ?t%Doh» and you taiald si^ly repremaot your 
iUnees* or alSAsed iUnsag* ty a eocb ik», note that the^gelb^leio 

zaan she got «s> this coda mta pretty 'aell veraod in the intric^dias of 
code and ooasiunications difflcultiE»» beeaaee these code gronos diff<^ 
by at least three letters the raoson^ of courm* is that it uoukl 
be a pretty seriotKi tidng if you sent a nsssage saying that you think 
you are suffering iToa eboa* bat the grot^ is gocblod in trsB3snlssiaa so 
that you get the treataont for oonamlsions^ That uould be pretty tou^ S 
Prior to Horld War I the use of code bo<^ for tactical purpc«rae 
vaa thought to be iopsTacticabley largely becauaa of the difflctiLtiae of 
cwB^lling^ reproducing^ distributing and preteeting the teoks* I don^t 
think they thought too auch about the posaibilitiw* of sieving code* 

Barly in 19X6 the Oaroena began to uso field codes, and the ftlli,es soon 
foSLloned suit* 1 had somb slides to shoe you pictures of pages of the 
code books of the various balllgerants, but I sill oolt then and say 

IS 
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that I also ham brought eochiblta of sudh books ao mope aotmUy used 
for the purpose* Those vho would like to see what thegr were like are 
welotxae to ooae up after this talk and exantna then* The ohJy slide that 



1 «U1 Shoe is ooB that uUl glee a piatwe of the toerloan Ajr^*s 
inaxIaquacQr In SOrXd War I S&P Soda ooceiaaloatlotiB* This is outhentie ^ 

I didn*t aake it ^ I found it in raoords* It^s a code 
out I 37 the i^2ad lofantzy ^dgado« dated 17 i^»ril JSlBg and it is ahat 
ee called *lhs basidjsll code**^ If you wanted to soqt ”killed»^ you s@id 
^strw^ oul^l*e(»a 9 ded" was reprmranted by "hit by pitK&ed ballj)" and 
so fcsrthi •• wary oleseotary* aXU--^ a, QtJ^ HU A-^-F >&«b. 1 rSU. 

\ms» JjjtvJct 

‘ Hoe . I {sk eceing^ to a mry interesting esoEaple^ of the im of ciphers 

by Ceman agesxts in ^ ilorlci War I period* H^ero is a cipher aeseage 

i^iloh was found on a Qeanm in the ^tad States soon after he 
the Mexican border into Tessas* After soae weeks it was 

dseii^ered by G"2*a oocto«sblTing (ur^aniaation in ^HEuMngttmj^ MI-3| as 

it was ealled* Here is 12ie deciphered Oeiumn texts ^d this is 

it saids "To The JQqpeidstl OiniBuXar officials of the Bepublie of igeadeo* 

Strictly Secrets The bearer of this is a sidhiect of the Bs^jlre idw 

trsw^Ls as a Basalan uisior ^te naaa of Pablo l&berskl* He is a Qeenesi 



agent*" ind so forth* The Court sentenced Ida to be shot; Preoidwtt 
m^i a« coaouted it to life IsfarisonoKits and he was out of the pokey after 





onSgr wa yearl 

Here is a anssago whi<di is probaldy Qie nost tiaaom asssags in 
pttilished eByptsnaSytio histray to date* This is the ne saa g e fhilti 
brov^ the Hhlted States into World War on the side of the SrltiiAi* 
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Zn lS>XS^‘i£> it tias very macix as to whi^ sids the 

Ai^sfflrieans mro going to Join* Qase 3rltiah ArlendSj^ later our allies^ 
did certain things that m didn^t liks^ and there ma a good deal of 
talk about their n^arious behavior* 3ut this oesaage* sAved iy the 
Briti^f brou^ ua In cm their aide* It uas the atrsar that bn^ tte 
QQBiel*8 bask* It ie kooBn aa "the Ziansnaazm telegroo*'* It vent to 
the Oeaoan legation in stsxlao Ctty’ from Count Yon Bormtorff, the 
Geraan aabaaaador in ^faKiingtoa* Ihe aethod of solutian X ean<t go 
into* Xhoir elewmoM in the handling of the case is a good lUiaitraticui 
of hoar aatutoi dipZ)0watiaal3y» cur British friends aroit Ibrji aa I have 
alread^y' aaid« it reaultad la bringing xs into the '^ar on their side* 

Bare is the translation of the thing* It ^as ia|>o7tant because the 
mam&a said the davmxm eere goiag to r^mae uts'estriotod aubeiarine 
earfare and this partj here« baling elth a deal with Mexleoy uas the 
atranr that broke the caaael*a badc« ?eopl8 la fHiidls ifest aaofa 
•vary lukeraru touard the lda& of our getting into the ifar * on either 
side but uUen the ^ieraans ba«pn talking about retumit^ to 23sicieo» 
feacas* ^tenr UeedLeo and irisona^ that vaa aomthlng else agaizu So# te» 
got into the ear althin a cotg>l8 of seeks after the British ^ve us 
and witabli^ed the authentioitgr of the translation cdT "the Siameaemm 
tcd.^nm*’* 

Here is another b»s 3I^ solved In ifsrld War I hy the British and 
made available to oar authorltiee in ^aahiagtmt a sabotage aamage talki:^ 
al»ut eho sere reXiablo saboteurs and what they ohotdd do* Ihat anesage 
flgmred in a Imgf long trial before the G^raanrA iaerl oan stixed daliwi 
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I Coianlflrsi^* in the Qernans mro ^larged vith certain acta of 

f 

sabotase^ notably tba Blnglaad fir« and the 3Iaok Toa ogqplosdasi in Hew 
^enwy* Ifioat of yon are too yocsig to reotsaber thoee iacLdente* ^ 
trial resulted in a decision in favor of the united Staton eXaiaants* 
i<io were anrded aoae IbDjOOO^OOO. Here is a asasagot in aeoret 
that figured in tiio Bla^ Ida Caset a page firon t2ie Slnd^ocdE Hagasdnej^ 
on #iieii there ma a aessaga erltten in InviiKible isk^ a ran 

into eocaaiianally even in aodera warfare* 

How I ocHaa to a ease in iddeh I was involved* In 1^;S»X7 the 
Qeroans financed a large noaher of llindus in their ati^epts to stir up 
a rebellion in Indian the idef^sing to cause ^ auch troubls in India 
that the British wsold be forced to vithdreor troops froa the ¥est«csi 
fremt to quell disturbances la India* Ih@se Hindus were ae^sotiaybag 
for the ptxrchase of anas and aagsinitlon in the IMted Stales and sending 
thCBt over to Isdda* Since the U«S* iaas neutral^ it was against our own 
Xwwi to pergdt such undert^daga agadLnat a friandly nation. So the 
business had to be conducted secretly and that is how Grypto@raas 
entewed into the pietnre* Here is om page of a long» seven or eight-page 
letter *^t was interested between the top Hindu agent in the IMted States 
and bis chief in SwitBerland* Ihe letter oonalsted of gro^:ps of figoresf 
in which wore inteswpersed soae ploln-tsxt words. I recognised jwetty 
<piicde3y that the letters of the seerj^^kwet had becsx repiaoed by mrabers 
iddLoh indtaated apecdLClo letters in a boi^ Sash spw^ of naa b ers 
rqprsflwnted the page naober, the line maber^ and the poaltLon maaber in 
the line of the letter* ill X needed was the bodk, but wbfcartanetely 
the Hindu failed to tell ne shat the book was^ so Z had to go ahead and 
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tx7 to oo 3 tv« the oBoeaso eltitout it» It neat salvedg sad ViX sheer 700 
vary brlony the aothod* As I saJUIj there mra eords^ plain-text «ords» 
into g apwMo d -tiiroeglioat the eljphar teoet, and Z ecmid aake a gases at 
shat tiie iKEasrioal groiap before or oftaa* a plainHtMict word represented^ 

Hero« for easofiZet "TenaBd raaething^ elth soeothing*” I amtsaed 
that this first "snaothlng” eoeld be the eord "ooaoltteef* and that 
neaot that on page 6$j the ferur^. lixtop the second latter in the Una 
vm a G} the ^ird to be 0| the toueth 11} the fifth anotlMr btd^ the 
edxCh laittar la that line eaa aot Indioated* Xssteady %o next gmn 

: J-a - '• 

jis^ped to another £roa Shjnh the Xottera ly T> Ty and so on mam 

takenu nelly by sidistltoting sooe of these guesses in their proper 

positiono and aakis^ tabulations of scarty I aoamed that the first 

fiOB letters of this sord '^oossalttea^ aaae frees the word '‘cotsauttLcstioo'* 

m page 6Slj lino hi tixt next fpca a word having in ity sxKh 

oa^ 

as ^attentloa”*} but the last Isttery E^/ftoa another page altogether and 
X eoiild mly add nore data oof tom naildng any guess as to ebat the word on 
page 72y line 2y sight oe* ^ eoridng Ixidc and fbrthy building 12ie 
various words on varlaua pages of the booky then building ig> the eor^ of 
the saasaogo - om helped the other X flzodly got certain dues as to the 
sort of book imolved - that it ms a book dealing with the histesy of 
Oamm palitieal phlloaphyy eoonoay> or hlatozy* 1 htnted and hunted and 
hontod for that book* I finally fbikid ity all ri^t« It sas Prioo Collier's 
Gsroatg end the Oegamso Ibis larasage figured In a long-dr oan out trial 
in San Franedsooy vhsre there were about a hundred and five Hindus on 
tried. aiauItaaeoualy» One of the Hinthis tamed State's esidenoe &ad got 
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hi&eolf in bsd idth the o^wani* wen aearchad «9&ey ds^ 
tbflQr ossae into the ocmrtt but one dacrj the dssr after I testifiedji one 
Hindos oenaged to secspete a gun in hie clothes and during the oldst of 
the pseoeodinge ohot the Hindu «ho had turoed State's etrideneey tihere^ 
t^pon the i!&iited States aarahall« a great big fellonrj aix fset four> 
ataodix^ in the hack of the oourty drar hie virapoin and ahot the first 
mndu dead* Shegr wan both dead right there, iilthin too or three »»conds* 
that's the ica^ tturt trial ended 19 , drsoatloal^* 

I'a going pass cnrer ^ next slide* It figtxred in the oil 
eeendal in the da^ of 1 ^ 2 l»* 2 eas govemaant iritne£» in that ease, 

's. 

havlc^ edved the ne^agas ehidi diselcsed sooe of the facts that lead 



to l£r* Fall's isoiag to lodeon* de was Secretary of the Interior, if 
you recall* I think lie died only recently* ^ _ 

Ihe nxa rumers in those lansntahle days of prchihltian, used sono 
very good codes and diners* :iore is a particular case ehere a aecHsage 
-nas enciphered ty taking cede groups out of <»ae hook, transferring the 
code nnsoixers £cr those grta^ ixxto another book and then addijng a 
ecostaaet mine to those auadaora, finding the lotter^grotp equivalents of 
the final nuabera, then endphering those lett^ groups f *£his vsa such 
a aessage* All I had to do eas to find the taro code boc^, the additive. 



and the dpher ft3,phabet» struck oi» night and the jc^ see 

eoapleted iJt a fee hoire* 



there were soe» interesting things, working on the job in peacetime, 
tihen ee would got raoesages froa various govemasnt agemdes to aolva* 
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Her© Xa osao that wm to the nhite House and vaa sent to ub bgr the Seoret 
Service* It too ad d r oaso d to the President and had this dag&er stuck in 
after this aasm@e« If 70U read It Ixiekoards and taka alterosfto letters 
It asked Prosidanit Sooaeveitt **ldd you ever bite a laenn?” 

SoBF I m gcdng to jtcp to the qusatlon of cipher devices^ beoauns 
tha;^ repre sat xt the laodsm treed* X*ve already seotlonad to 7m the 
point about tbe iarantiCBi and intsodustian into idde ttaage of radios and 
their effoets allitaiy a^bterSf eapeoially qpozi cryptology* Sreffio 
in larse q;u«itlties beoffiao arailflbSte for interc^>tic3ai saad study> end 
henoe iiaisroveafiiit in had to coiae* It ossae alodiy but emrely* 

Xtt connMtion elth thecreticaX adv^ancos ia oxyptofpiuphlo aeihods ease 
ijrnsatioQs of erypto^grai^o dovltsso md saotdnes* A brief histoiy ctf 
these sill, -^i^rafore be veefbX* Ihat is a picture of the earli^ eacypto- 
graphio device on record* sxoept for the eoytale* . This is taksa £rm a 
bocdc by an Italian naaed AXbearti* puhli^ied in and is Jmt a pair «f 
alphabets* one revolving concentrically ^xpon the other, so that you could 
change the ralation^p of the too alphabets* ibis sheel is represmitod 
also In the Porta book* and* tytfa c " «ay » I iiave silh m today a ct^ of 
the original edition of Porta* with the c^er shoela in ple» and in 
mnddqg oxder* this uao pv^fLiahed in 2563* !Zhcy didn't have asy children 
in those days* obvlcmrily* or othemiae these things soiildbt't be burs* smd 
in good worklag order f •*“ " 

X loEiov it talses a long ti^ to get a patent throng Hvo patent office* 

I i 

I bat AUiortl^e dsvios ss» fizsally patented in 136$, the invuntar happe n iag 
' to be the then Chief Signal Offioer of the Aray* Hijar Albert iynr« 



REF ID : A66402 




41 



1 



4<t 



BeUcr?»4t^-oirHafl^ th« tarn thing «as toed hgr the SJsgDhl Ooxpa ot tb» 
fmlt 0 d Stated 4imr as e mt Imentloa pacbaqpe^ la period 1 $GU> to 
ih«r» id ft mre Moflot iamnUeB of the eoae thing* the peUnt 
oflloe.dloett't hftvt 0 »ad &ooe«» i» liteoftture od the vdbjeet of taypto* 

, i iogy^ do evfltcy eoee in ft iriille ft thing that la aa old ae the hllla gete 
- Hwan^ the patent offloe* San m t^xm to an intereetlng devlae* I 
, wantlmed a little tdiila ago that the Zfcltleh pi «op eiied a eSpher device 
iOd oae cn ti» WmfUam Front to iRirldt Sdr and a little fait of faiatcvy 
■ of that develofaMnt la toteraeting* itere la a piotare of a deviee 
invented by Sir (tovlee ^eatetonef the eminent British mtb&aaticiaa, 
phyeloiet and elaetrical engtoeear* Se vraa also a eryptogrftpher of soae 
dtatare* The indnottola of tho dbeatetm elph^r aheal is ji»t a little 
different fToa that of Ubertl^a or the Signal Corpe. this oee has m 
alphabet of 27 charaetom and an toner alphabet of 26, vith an Moentrto 
aotion toflueaood by the letters that you were actually going to e nc iph « a»« 

With toia handip yoa mo« yon go arocnd this and^^ fcr eacaggrle^ if the 
letter H is re^preaented by % on the next revolution H la rapreetented fay 
tho next letter^ shtoh happoae to fae ft 7 for vietnr* Hoe the Brltiidi tooh that 
fawHe tovepatio% and witgMd it up a bit* Perhaps you notleed that on the 
Hmt elide the outer al^Aafaet seneleted of the lettere to neneal Bhgltoh 
oarder^ on the toner alphabet tho letters sere to nised <n*der» that they 
dt** mil to tho i A tta of a a^^phabet on the oHtytdo or outer elphabot* 
they ehosyged the fora of the .^teviee iteedr^ fant the or y p to graphio prlncipas 
to idtotisaU Here it to* tody bad a great aaqr of those odaufastiiredo 

' ji • 

ix m» at that Ua»Y to the totovi of 1P17| mvictog at tba Httmtoodi 



f 



86 
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Xjtawtorlao* 1hi« thing: had hean oppxowBd Igr the Brltiah* tiia FMchi 
«ad tha iaeriean acTfiic^rasdMm in 8arape« It waa aant to Waabii^Eton^ 
iypMmd hgr tho ux«^ Ipadplaj^ bat eoasbocljr them eaid# iet*B 
•ia itftfiti thia falXov oat In Chieego thintv idwot it* so the^ mat lai a 
«et cdf £Lto vo^r itot ieet aowmaea enat|ihamd tqr thia devlco* iiX I 
' fa n * * aaa that a dav&CNi faaa*i udob ISMatetoso nzitiolslaa eaa rapdbafaflbr 

V- ' 

invhXmd* 1^ mpilfliTer caas to m and save aa tlteoe fim amaages# each 
aaiUM^a 35 w ao lafetoara Be aald^ *I wuxt you to aolm thia 

, ' ^iag** X aai<l> I oan*t soXve ooTthing aa ohoorti aa thia# Itta 
. ibaard and xaSaax* 1 don^t eazti ongr pert of encdi a toot# Bealdea# X 
ham other flah to tgy** M aaid^ *nroong ayan# cm the laat of each 
nmth you get a little gmon piooe of pc^er with ogr neaa in the loaar 



right oomor# Xf you would lihe to ooatiaua reoelvix^ those pieeea 



of pspWp ymt will atmrt work cm thia ri^t aagr *'* X aald« ”Tea# Sir P 
Wlp ty hocoa pooua ahidii 1 «cn*t go into» X auooeeded in reocmatrueting 
what X thought wea the teaia fcm the nixing of thaae letters ia ham# the 
Iftttom of the ianmr a!4>habot* 9m word <m whieh it waa baaed aeeoed to 
he the word "cslphar#” and Z '^wm^t# *tlsll# ao far m gcmd# but isifmrtimateJgr 



timre ie no way of raoonatrustlag the outer alphabet by anaLyais«* At that 
tim X hadatt invented the priiwiple of doing eo# althoBC0i almut a demon 
yemm later X did eo* Bui in 1917 them WBa nothing to do but tqr io goeea 



w^ the jta y word for the ontar alphabet night be# by trial and orreor# end 

i ■ •••-•', • ■ .E‘ 

' X "M*** aaaonpticms ' Xf a foUmr f** aanriHfdh to a mrd 

's dH 'fbO Iwif If jPny QlOA ttljAl^boi^A tel UIOG^ST tO UMl ttOL ^ 

^ ’ V * * • 

/.'aiiliioaiatsd imrd aa the beaia ntsing the other* X tried 'evocy ;; ''. 
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fts$o<3lat0di ia say nind with the ««rd "olfhar,* me eftor the ether* and 
it took nliaitee to teet eedh gueni* X of words Ufcs ^aXphebstt 

aeersi* sdhstitaitien* «hB8tsto»i*«aael so on« Knally* 1 atmmted ay 
, ltflkrts« Mm« Iklsdtea* sbo hbs ri^i hand oan at the tia^ see 
^ttibis in anether pari ot the rooE% and X saldf «SU«tbelh:* «U1 ym 
liiat yeatrs deiag and do soaethlag fior as?* She said* *ibait do 
yea want as to dot* X said* *l&dss yoanMOT eoaChrtidiile* X mb fiodag 
te say e ia>rd to yea* and X want yea to cam Me at as with the first 
eord that pops inte year haacU* 8 bti,psS^j»'-^^p$f 0 ^ too vifh her Xipstlek 
and i»Jd|i <^oot«* X said* *Cipher«* She said^ *kschit»»* lhat wm it| 
la about tan alaotas as had rsoonotrocted the enter alphabet and solved 
the aasaases^r She first aessass ml4i *fhls dpiier is sbeoilntaSisr 
iothMsiiMi'ablStt* Is telegraphed the solution to Waahiagton* word get to 
lendoQ* and they had to kUI the project* Sheti I got to tbs ASP in 
yrsoee Z «un<t asiry asLl liksd by our British Ikiaods* lhat maatstcaae 
jarlnclple ie attributed to Sir (Starlea* but not long ago by shear aocldsnt 



X seas aoross thie dbvlcei it*s in our esasstn aa«r and wbb aads by a 
Cc£evJl . 

4fatj«r OSttias Wadsnurth* T7«S* Jtrw* WaOtuor^ naa aide to Osneral ytUdnaon* 






1 n 



CEt SsfOaXotiMHuy fans* and he later baeaeMi Chief of Ordnance* Ses be 
hessns intsrested la eipheni X dea*t knos^ but he oertaihly sods tUda 
dsetes* Zt bean on it -» this is a easy poor picture - tbs date 1017* uhils 
Hhsatetons eoaosiifed his danriee sod deeorlbed It in 3070* Heooe* eireait 



I ov .* 

.^;b. far the irirent&en of the so«ealXsd bhesEtstons prlmlple beimge set to ta 

■ >«* to « 4-T1-.H WW4vH-.,e^. ua. 

X owe Boir to a oiphor dealoe a1tees«ny iarsabed by e Fteaehmsg a 



Bsasrles* «sd called the *oi|Mr <brliadsr»* fhe sasertes dindee 
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20 



REF ID:A66402 

€j«nai8t9 o£ A liiaft oa nhicai aroi acRsited SO ^hidbt ean be anran^ 
in leQlng eardar» each dloo bearing an itostU^rias ntober and hnvLi^ a 
dUferenti lAfitu^bet m it« Bsviag aet tp the dieee in kagr ordn>« 70a 
lim ep the Xettem of jour text aseease thnst "Je sate 
: iatdsdiif£ni^ (*Z m indeetiherabaje*) Is lAiat it saijs on this Sine} 
and txoF jeir adpher text you cm tabs ay one of tbe other horiawntiCl 

t ' ' . 

Sizae of diher lettem this Vadbat lila» a aysten based upon m 
\ eneeUent pxdnolpSs^ but it is quite raadllj solvdAe these days «**- if 
jo« him the dflrvie«» the Fviad4>le^ tHSfevort *00 ^ invented 
BBseriesi It see iwwa ted by otzr oen Thoaas Jeffmion^ and here is his 
40myiptXon of the devioe iSiioh he called **^.^eeX Opp^erf** using 
exaetSj the sane iKrloidLple* I had on interesting tine digging the 
fbets in oce^i^rtiiEm sith an artiele I sms mked to icrlte for the 
definitive edition of deffSE^mfs writings now being published at 
Princeton* In a thiited States itrny officer by the aaiae of 

Psrker Hitt indepoidentlj invented that sane principle againji this tias 
not in the foana of disosjr but sliding stri{Ni« you see} this Is a pdLeture 
of his origlniil aadel* lhrs« Hitt eane to Riverbankii uhere X uas then 
educating aysolf in cryptography^ and she brought along her husband’s 
invtsitlan* sayiag it «as pretty hot stuff* she put up a loeesege 

m the dyrtxofy u&ieh Z solved by hocus poeus* you s^L^ say* like thisi 
Z thought to oyMtlf « "Veil* this la4y» firs* Hitt* is beautifhl and 
ohaanaing* end es forth* bfut she dbesnH knos nudi about cryptograiihyw 
1|hat kind ef a key uould she W lik03y to use for aladag up the; ordsif ^ ' 
W the strips? WeU* idie al^t use the fcsy ’Rivarbonk labomtcrte 
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iti In 1918 that vsam prlnedl^ «ao adapted fagr the Odted fftated 



aigml Ctospeil thaora it iej the IH^t danrioe* Ihlsf ea yea oee# Ukaa 
fttaea idth dlll^arait}^ alxad idjihabetai yea can pot thea an in «qy 
1^: aaniar yea. ]^eaB% *-• exaotljr ^e laBie {odmi^Ie aa Jeff erssn*'# or 
ot Eltt>i da^i|iee aapXoyi^ Bh oaod Cipher Device ]f»9tt . 
a iwnlser of yearn after wcrld Vkt X with eoee eaeowoi^^ Xhe ncigry 
iiw^pittdne Ocopa# and the Ooaat Qtourd also vesA it* IBy adoptJUis Httt^e 
jliding atrip ahiah laode Itaailf better, to ehangihg the alxod 
. _ wo got greater waowAt^ in a devioe wo oaUed *>the 







cl|taar» or Cipher Sevlae in the 

IhiOt gentloaeof ia a idotore of the vety first SIGTO? or oae^tlaft 
tapd'hiyptogsn^]^ taranaaiaaion mebimt prochaeed by ttw kWS CteCHoy in 
iSHlBf too late to be need In aotld KSkt I* Ibe indneiple ia« here yea 
pe r f or a te a taps bearing your plaia-t«*t aeeeagan here yea ham a previouaiy- 
prop e re d beylag tape paeaing throtig^ a trBni»ltter« hare is enothar heiylad 
^ipe passing throat oaoUusr tran»itter| these tepeonare different and in 
that fem «f loops of diffsreid. dtaaoters* Suppme this one is a HmmsoA 
A boa t i^p aea in isi^th and the other 999^ Zf yea start thoa out at initial 
p«datQ|. lueordins iadlcatersi tlwse toe p<dnts mm*t eeow t<^(o<iisr: 
ag^ oaUl yea ham eneiphsred 999«00Q obarastem t d pretty good priaoiplif 
SCainf cm s riteUenge^ • this oas after Z eaao boele XToa the «as 
dssjjifeilited and than oent back to fihtoa^ to the Bivatbank ladwrartcries ^ 



*-^-K 



-Z solved a set of noswigsa ia the systo^ vltbout hsying .iihe 






or ths iRQr topas* this wan supposed to be abselnteay iodscdplMrdbiei 






so ia tritiag ia a latter sigaed ty the Qtreetor of ttLlit^ 
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Inteaiiganee^ Imb Z wm aUe to aoZvo the as X haw just wMf 

vithcnit hsviiig the t^>aS| sitbout leacniiig has Icog thcgr mnrot or the 
sadhlno« Zt eea a long and interaetlng aolutioo^ fact X ha«ea*t the 
tfaae to 80 Into it# 

this Is a piotare of a nas t^ of ozyiiftogravliio aaohiae* A 
gentlaaan by the naoe of liebena out la CSAlforola erne forth la about 
I5Q8H23 «lth a keyboerdf a rotor i6idch aote os a switching eoa Mt atar 
re8l3y« l!l» e ia rq n t froa the keorboard d^ireaaioitt entera at ^la aide 
(a flsed eoBBitetor)* goes throui^ the eheel here« eocLte at this fixed 
sSBiataterf and then to Hie Hgfatp^iBni: or typearlter* this machine 
bad cwly one rotor* In about three or four yoara» after oollabcratlon 
elth the SS«y« be oam out eitb a £ira<eSieeI saaehiae^ fire rotorsf you 

see# and tMtoe t3e& the torpee of rot^v that he usedy gare laretty 

high security* Zhe itevy use about to adapt these things* They sere 
id>eut to place a contract for $T$,QOO*QO with ticiMm* Hear that hit so 
abea the chief of i^a ^feny Cods and Signal Section^ Uautenmt Strubd * 
nov A/dbiral Stnhel In charge of the 8th Fleet in the eaters aroundi 
Fnmosa *• told se that the ?lavy had in the way of cash for cij^ier aa^iinee I 

We la the Amy dida*t even have a dollar that sort of thing at that 

ties t thilt Stanb^ aaked aei "IBiat about it?” X ealc4 *Z*U t^ady it«* 

X studied the eatter for about six weeks before I had a really good Idea* 
then X ewcit to Strdbsl and oaSd^ **X think X eon stive aettsaese*" He mdd^ 
*Xoatll hero to show aa^** X said, *a 31 right» X accept your ohcaieaeB*" 

He ss&d# *0S* Vhet do you makf^ X mddg *>X uant ten aeesagae sdt ig» cm 
your Bschlne*” He gave ae the ten aoaeaeeag and 1 aolvad the thing* 
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It was a ctspioiyg thing that tmppoaoA to aa one crvoning aa I was 
gotting draeaad to go out* I»d been irarklng at the pvobiLa% of oourro> 
and it to<^ vMiai of aaldi^ dlatrlbutlcma and finding oy w axtiwvl* 

X had one aaalaiant at the Idaa «• ha ma a votaswif an coe-pc^ fighto*^ 
idth cvoaaodNQpaai eeallfloaar aava and aXli^ and ho uavi*t sndt tudlpy 
ao^ept in tjjfpdng* I had reduced a problaB involving nilliano and 
aUilona of aXphafaete to a piaeo tdiero I had one line of 26 
cedboed to a ceaetain fona* If I oocOd solve that one Una I wohld hava 
a atart* Vall» I went hooe that oveolng X nontionedj praoeeupdod* 

X had a OXear pioture la w nXad of thla one llnof but all X Jbmt «bs 
, that eaartaln Xattera uaro the aaae* certain onaa dlifOrent • ani4 of 
eeuraoj I leapt in aind the i^)eeifio poaltiona of these lettera* FOr 
Inatanoe^ the first aka Xattere ware all diffarenty but the ?th» 
lUth^ 19th and 2$th lanre Mentleali the Uth^ 21et and 26th aero identicalt 
and 60 oa» !fall|^ as I said before^ while getting dressed to go <mt to 
a parhr nil^f fiddUi^ tdth a/ black bw tie^ all of a euddna it oaoe 
to me in a single flashy like lightning t Ihe phraea that aonld exactljr 
fit the posititma of the repeated and the different letters was **?re8ldcBit 
of the Qtiiied Stataa** Shat was it I The seaet door I eaae in and verified 
the ammpidam* In a fm days I handed the Narsy a soluticni they killed 
^e crdar« The Kebom firm wurt to pdeece} Hebentf the inventor and 
preaidtat of the fian* wood pp lo San Quentin for a cavtOe of jrean 
b e c a u s e he nn efoOl of G^ULfomis'e lom*<* lou eaet the Sebsm 

Qaaapeaap*» stock had sIVTOokatad on the hot tip that a lisqr order «»s eciaise 
and then the Basy or^ dldatt eoae throm^ as anttelpatad# ths 
steede dropped to about |2f00 a idiare* fiolxnn j^Lokad op some of the $2*00 









atu£f« wmt to a diffamtt port of the 8tot»i and aold it f<a? $I0«00« 

Ozo Oaliltagmia authoritiaa didnH lijw that« ao they put hJa in tho 

Skis is.o pistoaro of ths.fisst oiphap aaohinaSlinraBsted and tniiXi 

'Xt>ib4<juj4L ^ * 

in 8amiw^ callsd tto ad^su 2t m sold on ths oomaeeSal oaitot 
tntil Ihs nuis earn into pctwur# Roarai top9 Sm sotoss^ you sssf 
then lK»«f a loiiTboazd aad the light bank* lou press the ks^board^ the 
roteni stflf)^ and the leaps li^t Toe poaitloa these rotors BoeordqB 
to f^wanramged ksyiag instroetlons* also in Sccrope a hit later 
there mare ether inventors* Here ie a aaohiae oalled the Ikyha^ shioh 



see oonsidered to be a veiy ooraplioated and diffloolt thing •• nobodT 

w-a-<a 

mnild eolse it* H er a ±s . a Qeraan profaesor pet oat a trestiee «» 
the indte<dpherabilil7 of the things shoeing hoar aaqgr pemitaUoim and 
ooabimtions there sere* Svsiybody in the wcnrld could be provided sltb a 
aaohlne and a dtffarent icqr« thoro sBre so oanor penautatiaos and eoebina- 
tlens available* sall^ gentloae% mrady the nsaafaBr of permtationa and 
eoahinations that a given oiph^ syetea affhrdst lite "the birds that 
sing in the epdring*" hare nothing to do sith the caM» or at least tsay 
lltUe* It aU dflpo^ vpoa tiie nature of those perautatiatHi end 
oooblnBtlonsji that it« shat they are baaloally in the esyptegrephia 
sense* For instam»» take the prinolpae ef aonaodphabetle mdatltutleiti^ 
the prlneiple Foe used in *ahe Oold Bag** TheorsUeaUgrt sith a S6*lsttsr 
idphabet you eon sate 26| eiphar al^^ihbeta* Ban 261 is a large nuseberi 
' htndrsd sad tbi^ ' ' 

^fkSieiJCLljtmg too hundred ai n e ty «ooe thousand four hundred and iMsHsm 









REFy^ , ^ ^66402 








tsdIUoQ8» om hundred tweaty*aix thotoand six hundred and five Mlliswij 
fldx trandrsd thlrtoiHTlve thousand five hundred and sl^ihtgHChiar adlllens* 
Quits a XsTBs msbsr* Soy if you sere to iaty to sodtfs a dphesr oitdh ao 
that ia *^Cbo OoyLd Bug" and ssre to go at it aiapaar tsying aXl thoes 
of pSKBotations of the alpiudistf yoa*d need 2ots of ttaa 
and attDpqsers Bseause It has been oolettiatsd that asreQly to wits dmn 
thews panautstioiis it iaauld taks a thoasand adllion asEi soxidUig a 
thOQsa&d gUlioa years to do ths ssjor part of Ihs 4oh •• not aUL of it « 
and the soroU uould reach fn» Barth far bcQrond the planet tiaremryt 
Tet» say of you assn aolve *It» Gold Bug* oi{^er in a ftar adUnxtee^ dsqixite 
the vast fluegter of pezmitatlona that a ^-letter alphabet affords* 

Here is a picture of a ssodi^ ochine of aSMsot the saaa p«rlod> 
a inyboardi a li^t bank| aad a ast cf rotors* fhe rotors are of a fait 
different type In this ease* Of ootBSs» the li^t-faank type of saohlne 
tttS Sloe* ton bad to ait down and c&py^ fay hand and eo oa| ao the 
inventor of this aaohlne hooked it op with an electsdo ReBdngtoa type- 
nritffiTj and that ses the first nodal of a priatlng cipher isadiine* He 
later stodifiad it so as to have ths printing asetusiiaa aelf-ccsitained 
in the oryptography and that*s a plotare of the oMhine froa the ontsldsi 
aad there is a piotare of the iateznal eorkinsi* Ihsre la the loaf board* 
Hers are the sa&tohing eoontatws# with pins Khidi ars put in and out of 
sffesUvs poeitiontf like on am GoBMrtetr U-^* lEhoss pins drive a 
sertfldn levsTf herof u^iah drives the smtohing ocantatorst vhich are in 
hcBrsf you oan also ssltdi the sffeqts of the ooButstofa tor BBsas of these 
plugs* Have is the printiag fswhaniaB* fhis style ysutn rsoo^Biin si 
being VBiy aiadlar to la Qi»T»erter the text is printed on a 
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iBflam of oovonM# o(»8ldtai»d9tLo thoo^it bogoti to tie ctoveted to 
the eneiptmiMQt of teXetorpo oocsnoicatlons* Aside fron that 3,92^2^ 

A*T« 7* OoGQiaoQr mobiae that Z abonod ym a floe ainutea aso# wa 

, the firet of the talst^pe cdpber attaobnantB devoAeped for Mwoellar 

. jpiKpoeee# Zt wta an lxn«it£«i of Oodonel Paxtot iSLtti^ tlu> ret&red firan 

'• *1 " 

: ; tte dfo^ about i$S$ and ioSaaod the Znteniaticnal Telapbone and l^ila^grapb 

. ; Ooapai 9 > vdasre he devoted hieseif for too or thraa year* to prodOEdiig 
tbto aa^hine* Theresa the iiitieraa& oeabaiilan* Zt bad kagring ehmftt 
trhlch affected ^ fire ||Nde reprosenting the teletype olaveotcM^^ptaae 
,1|be^ tone of diffan^^ diaaetera# This one had lOX pdiitSf tbia coo 

“I - • .#.»»'•-• _ 

' $9^ thie we 97$ and eo oot doeny so that It bad m ooetreBBdar long paviodj 
tat the length of tho jMriod, ^alOi Uke "the h&rds that sii^ in the 
WV'togit* hae little to do oith tho eaee« The aachlne eaa put into teet 
usage in the State Departaeatt which called vpm the War Departawt to 
aahs a eeeuritsr evaluation* Z oas aasignsd to the Job;| and bad m 
interesting tiae with this* The State Deparfeafflit put tg» a sarias of 
eewagae* TSuey were staoiMd in at a wrtain bour> about lOtOO o*eloeb 
in the aoeningl about IStJO, Mr* Salaoiiii the dilef e£ the State Ceipartawt 
eo iatiwnl ctatlwa* eallod as and sold|f "Bie mdiins la out of order* Moybe 
you can fix it*" Z said^ "Z*U be vp there in a fes Bdxtiites*" I iB^j^iped 
a pieee of papw in qr pooket* and bustled orw to the State DqeaPtnantf 
then in the old States ibtr* and Ilaesr Bulldiag* Qlpen arrivali Salmeti wm 
dpologetio* *1% soany^* he sald» *Z tried to eatOb yout but yon bad 
aZraady laft« Xt*a vforldng agaib^ ao Z erniH troobla yen»" X said# 
the unyy Z hove a quosUon to aak about those aeasagoa*" He iansdiataay 
get mapiaSam md ukad$ «®wt do you eant to hnovT* And Z mAA$ 

3S ^8se««f 
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vasm you 89t tbe plain toatte to ^bmmi adsoagns bora?* He drov hinwlf 
ttm m and 9 aAA$ yoa^” X aotd^ mmn ava Sa Midt 

•m that aalt over thare*" Z eald» * 8 ieiU« ZtU ait hare# Ton go oo«r 
to tho flsdt and dig out amaago go* 7 * X tamt to aik a qaaation idnut 
Voiy roZnetantly he got opeoadi the aaf«» pnlled out owcgigo 

t 

!la» 7« andi alth hie baek to aej^ tto aoisBasB beli« held el<«e to fdn 
iNNlt» aaidijp aiBtat la it you eant to kaealf^ Z polXed out ay pleoe of 
paper* and I acdd* "0011* doea it say and Z read hia the idtoSa 

MMieage* He alaoet eat doam on the floor in astoniahiaaot* That naa 
only ainutes or ao aftdP it h^ bean reoeLved* The 133 Canptea^ 
homed Its fingers on tiiia dsvaZopaant* gave up iirrastaent and neyor 
tried again* Z*u« told you ahoot the A‘B3 Coopasy stta^ing and Indenting 
cipher aaohiaesf and the IfhT Ccespw^i the Aotooetio HLeotrie Oeopary of 
Gbioago* and the zai Coapany also tried their hoods at it and failed* 

The basio reason for those failoTMi is that without firet-olass otypt^ 
analytie guidance nobo<tr invent a cryptographic aachlim that is 
going to stand under organised attack ty oryptanaiysts with the proper 






V This in G(»iverter ne adoptedi It nas a ssedish imeanSm 
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and in pretty good* Zt nas the oaiy thing no «ms anrens in aultal^ 
for ear w» in the fiald* Here are keying vheels* Here is a barrail of 
mmdfla otim^* iSildii aare affeetad Ir/ Hut kqpriag uhenisi the atamai an 
they 8BVVB to the left* «d in aonhar fras 0 to 2$* nffent a print nhnhlj 
and there io the tapOf , A uney neat gadget but a hit ndLcar and not toe 
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Mot?j rest of the tine I wou2d l ike tcTdevo^^ 

gadgetay.»^/^l8» to ay knofflwtgsj is a 
pletiire of the first orsrptanaiytlc aid^ soosthing I got vp at 
ibbiNsxhank say back in 190L6« I think it east a pair of ^lass plates 
or grooves in vhich a2|)habet strips oould be slid up and donn 
'In order to align letters and stocty for various puzpoees* X dontt 
jfieaesb&p nos idiy X put doon on it <*Ihe S* War. GcOlege*" X had too 
radiations with iheay but it uas nice to haxxi theia a present^ eo X did 
.^ist« X made those strli» uith ogr am hands* This uas a iheel with 
rubber letters that I eould arrange in ojb^ order I pleased to taake up 
alphabets* There*s another view of the things and here*s a whole bondh 
of theta put together;^ for vhatetw purposes necessary* 









^ov, fraa that early start have cooe a great many very interesting 






dovelopoente* Here Is a picture of a nemo dated October 30^ 193kf which 
I sent to Captain Sing and Major Akin, lunr Chief Signal Officer^ end in 
ehidh X matte some remarks* You can see evidences of tears or oaiybe 
of blood on this thing* I was asldng for a little bit of money to get 
IBII machines* 1 said| 'Please do your utmost to put this across for 
me* If you do« we can really b^in to do worthihile cxyptanalytic work*** 

^ X. WeCUL^ the plea was suscessful - we got it* Heroes a picture of pa^^^< /' 

the eontareot* you see« dated 121h of November* It took only a month* 

A 

. And here is what we were getting^ and see these pric^* Whan I think of 
the millions of dollars which the Arcy*8 Signal Intnlligmice Ssrvise spent 
during Wbrld War IX on this sort of thing* X an araased that f^on such 
loWly be^pLnnings should have come that great establishment of XEK iqpparatus* 

This is a rooo* just Ote wing of seveoral in our headquarters during the 

i\p3ur, 
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«lth. t«l»]UitiQg aftBhintWy h«ra» just ok ajCter iho oti»r 201 [ 



mcltiimaig oltiior staindavd or aodiffLoa fop tpodal jolie» ^ 

■ — arV* 

You ino^ the pietisra the everage person has of a. cBTptanfttyi^ 

1 CL - Ck**. ^ 

8e<# • longohalr# He s ea r s thieie qpaeCael^ has lens msdm with 



eroshs la Va.m mi, ao oni he goK Into a heddXe sith hiaeelf and 
pMlgr soon be eosK ep elth aa sksk« We31« tbat's far £raa the 






pieilare these daers* Ca^ptenslTsls and gccBnarioatlfloa int^Higenos Is 
;*lxlg tmsiaeni^ aps« and Z sent to ea^ a sard or teo about that (ugieet 
of the e«b>wt« {hyptanalyvla of aodem ssrateae has been fMiUltated^ 
if not oada poasibSe# ty the use and i^iplioation of epeoiaX caTptanadjrtio 
alday iBoSL\x!lng ^e oae cf high speed £aad^tlKX7 of the t^pe|iotta«tf 



here# Sooa are standard oaohinest but aostS^ se devise and use 



aodifloattxiK of those m c hlnea * Moro isaportontly ws have reeenliSy 
gone into the lnveation« dsveXopKat^ and production of eleotaronlK 
StsrptwaSytie gadg/atty* At this point z aitat take a aoBnata to 
cliaif/ the picture and in language tell you shat such gadgets 



do £w us« As I said boforo, the nusber of pesantatloK and coaMnaticas 
^fardid hy a ecyptosystoa per « lm*t too siipsificant* Zt*a idiBt tb«[y 
are basioal3y firos tha standpoint of their , nature aeyptogiwphically 
SpeakSfi^# In sodem csyptaaaljnsis Kat you are op against are oaaples 
oryptoaorstens shleh uanelly izsrolve* for their mlutioa^ the tsBkiag of 
s great wfltipUoity of hypotheses each of etdah met be tested outj one 
after the etitorj isstll you find the cc aree t ene# Ihe job of the OTpV 
anaiyat ie to dervlso mar^ outs for tasting the hypothesKs abort sots 
often bamd >g>on the ass of staUstlm relsUee to frequenciee* Onee 
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h«yi»g dovlaod the peopat test w teete ibr eadi honiotiw^^ or tat 
' MVeml ew ac u m n t hsfpotheeee^ htnan labop ean be set to wa/k tMJdi^g 
the oUIlens ot twite in eittar to ilod the eo wfe o t h9tKith«iie «r to 

out the test ot^oriV of laoonrast onea« then the test ie eoqpli^ 

OP lenfftboTf it ie obsioea that yonH ham to haWy as m sse^ to 

ibetoriaX jh Ohinaagi to do the or eiee the ^ eoiiLd tadei enas« 
9dt it ie ter eoqMxlQnee that mvty teet lexLob em be nede bgr hand eui 

I I ’ , 

be aeohantsed^ «id it ia further our eacperienoe that in noet eeeee It ie 
l^eaetiea^ to baUd aachtaee ebich will aoke tiw teete* X dimft haive: to 
^;tadJL irou that aaohlnee don't tire ae repitOgr a» huDOoef iha/ don't need 
etoob tHoept or time out tat aaols# or for amertration cr for such things ae 
ahonpdng^ Xove«oiakiag« etc* *«-* in diort» tiie"eare and fOedins ”of nadrdnee 
is a reXatltrdty mati oora einpde aatter then the ”eare and feeding' of 
hmaan beiags*^ 80 g «e have cr^ptanaigrete vho devise the teetei then «e 
have 03!7ptffi!ialytiQ englpeere awdiaaiae the taete» and deviee^ inveatji. 
developf and produce the stachims to parfbra the teste at hi^ epeedj 
then w have aaintenanoe engiaeara oho keep the awdilnee in good working 
orderi then «e have ecyptaiuQytio eesietante she aaayaine the output of 
the nadiinee^ and uho are uoualiy able to take the oorrec^ hTPotheeie or 
fee eoirect ones and go on with item to the final stage tOiere a key is 
reeoveredj then m my have other aaohinee ehi^ eapg^ the vemvateA ksore 
to qpittlfle ioseeacpae and prodndo the plain toste Ansa fhaau Bat in all 
thaee steps# M as e^pfaaeleei the aadiinee only perfona^ at a high rets 
of ep eedj prooeeeee the hnean- brain «n d eat perfbcai but ehly 
« anflh flloiier rate • these aaobiaas doa't» they osn% mdsee 
ftiiftins proo e es ee involved in esanP^maSysla* 




» •» 'j 



,A*.i 



l<i 4 

m 



REF ID:A66402 



ISem^ 1 vBut to ahov you vkm% mm of tb^ aaohinait Xo<^ XUea* 

Horo ia a hi^ilyMopcoiallsed aachlne ftsp deoliiberiog awaaeivi «e oall 

it an %asXe^ batanao aithCN^b it <lo«i ttfuit tho otiwqBr% ccTptoegrBtea 

ilcna^' ttny bot a ae n It aasA tlie ttiaay*« aftohine io pur^ 

toineident^ ^ oaqiilainii enor ^iat In a csyptfloalytie proemsix^ 

penbaafy m tiy to dupUcato with a fair poopla itiat thatawrate of p^spZo 

Ob tbs en^ aids a» doings fbr It taboo thoasanriia of siddiectiy^to 

fl^ldasr and dmip^ aasooigee o£ tbo mx^ boadqo«rtero ionraX'vod in 

intoovoQonnieati^^ ftU theao aseoagesf oar aoet of then are Inteareeptedr 

tfaogr ail flov Into am placo» and yoa only have a certain raaifaer of 

people to proeaoa theou If you havo the boy or beya^ then it beooaaa 

a proldea of prod»otioi»4Iiie dedlpiierlngt ao ae dsvlae special aachlnce 

to decipher the aoaaagas* in I said before, the oaohine aoy not have any 

raaeohlanee ahataoevar to eneqy^a cryptographio aeehine« but it 

digdleataa ahat their aach^ dcNse^ and does ao at a high rate of qnoed* 

>tore*a a pietxanrof endi a derviea* ~ In this oeKt alide yon am a tatoi^torf 

A 

a atandard tabulator olth a apaelaiL attaehoMnt daviaed by ofor on engl 3 »ars 



t auaceptible of ahat «e caU dcdng *bnAa fbroe** operatiena^ aPma you are 
tiylng to aolve a thing on the basla of rqpetltlnna nhidi are fev and 
amttarad over a large voluao c£ oasaagea* ^hllf if you»re got aiUlona 
and ailliona of latteopa« the leoatioa af thoaa rapatitLono ia a pretty 
laborlSQa thiag If yea have te do it fay hand|t ao we spaed the eeardi tap* 

A aaoldae of thia tdbd win loaata U«ae rcpotitione in# oae*ttt»* 
thoiaeandthe ef the Uae that it woiAd talca to dd it fay haal» Bata ie a 
i^ dls l ii ed aBohiiMf again a tsfanilator^ with an att^teaaiA^ bana$ that ie 
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tor {MuMing the text of one aaeeeage against the tost of another 
message in order to find eertain siiailarltJjMij or perttaps differ«iee8« 
or asQrbe hcnologies* and it does it atttooatlcal3y« These relagrB are 
^ tp aewordiog to oortatn cirsultqr} you start the aaebins^ and lor 

i . 

and bebQ3d^ it prodoOM a printed record of the mossacce repetitious 



4o 

iffe? 



Besre is a machine uhieb f personally call "liodln.'* Rodin was the 
groat FTondt sculptar sho sculpted a {deea of engineering knoen as 
**Ths Thintssr*" This msc^iine almost thinks* TSmt it dora is thist you 



eet vpt or give or feed into it« a certain nisaher of hypotheses and 

you tdll it» you qacaaine those 

*»v ^>*^aJfeX 

^j^iich uUl ansaer^all the foUoalng condititsis*** T!» madiino takes the 
first h?ix>theses^ lst*s say;^ excises thatj^ and if it comes to a cci^tra*' 
dictian it says* **HelXj) that*a no goods go back aid take up the next 
<»ie«” And so on* It tests the hypothasoa« aao after the other^ at a 
high rate of speedy at eleotronic speed* That*a only oie small section of 
the maChii»* 

Well» se*V8 got left here a few ainutes in which I ^ould say somsthing 

abooit the current esplcyaent or mcoiner of euplcyaent of coamnioatiais 

/ 

intalligcxeoe* I*ve devoted two hours to talking about the background and 




developoent and haven't said very much about the manner of its anplcyaeatf 
W^|. ve eodld discuss that under vaorious hoading8» but it is obvious fkem 
the dlstflosures of the Congransional Pearl Rarbor CGomltteo that the seuaner 
of its empXoyGent In ^ortenlng Sbrld War n ssust have been very effloaoibus* 



f jC wiah I had the time to read you the whole of the Karehall-Dessy 

X> 
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OOTire^aadeiice that the artielo In Tlae vaa based \:s>on^ bub I think 
that jnst a brief extract eill be sufficient to give you a prettgr 
good idea of the eontrlbuUtxi (XSilNT aade tosard our vlnning World 
War IX* these are all in that eorreapondet»ej|) aas praeticaliy 
broadcast to all the chanc^^es and ear offices of the world shen it 
eas disclosed during the Congressional hearings* Gowral Uarshall^ 
you*U reoeodberj in his letter to Governor Deoey^ s«xt during the hot 
political canipalga of ims asking the Govemco* not to use certain 
infOTstatlbn Setrsy got tgr surreptitious channels* Here are some excoUent 
Hlostrations of the manner of ec^Jlayiaent of GCyiWTi 

the point to tiie present dUetmaa is that we have 
gone ahead with this Ixisiness of dsci^iioring their codes 
until se p<»i»8s other codes^ Qenoan as well as J^panrae^^ 
but our oain basis of infonaaticBi regarding Hltler*s inten-* 
ti<»i8 in Burtpe is obtained fTm Baron Oshima*s messages 
from Berlin reportlss his inter vi ews with Hitler and other 
offieials to the Jj^^anc^ Goveraa^t* Ihese are still in 
the codes involved in the Pearl Harbor events* 

"To explain further the critical nature of this set- 
up iddch would be wiped otxt almost in an instant if the 
least suspicion ware amused regarding it^ the Battle of 
the Coral Sea was based on deciphered messages sod there- 
fore our few ships vere in the ri^t place at the ri^t 
time* Further^ we were able to concentrate on our limited 
forces to meet their advances on Midway when otherwise we 
almost certain3y wotald have be«i some 3»000 miles out of 
place* 

”We hod full infox%iatlon of the strength of their 
forces in that advance and also of the snuillnr force dirwted 
agalnat the Aleutians which finally landed troops on Attu and 
Xiska* 

"Operations in the Pacific are largely guided ly the 
infomaticn we obtain of ^apaaeae dapOxyaetAe* We know 
their strength in various garrisons^ the rations and other . 
stcores continuing available to fhim$ and vrtiat is of vast 
. ' isportancey we chedc their fleet movements and the move- . 

' rnents of their convoys* 
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*The heamy losaes reported txm tiae to t ioo vhioh 
they sustain by reas<m of ovr suhaarlne action larg^ 
results frota the fact that tte knotr the Bailing dates and 
the routes of their cooroys and can notify our stAnazdnes 
to 3Lle In uBlt at the proper point. 

*9ie c u rr e n t raids by idnlxal Halsey^ eerrler fhroes 
on Japanese shipping in Manila fisjr and elsetdiere neaco 
. lan^sflly based in tiiolng cn the knom mvmeeata of Japanese 
eoRvoyst tso of idilch irare eau£^t« as antleipatedf in his 
destnutlve attacks* . 

« « * * 

*"ltae canduot of CtoeraX Eisexftioser*a canqpaign and of 
SIX operations in the Pacific are dosoly related in co»* 
ocption and tining to the infozuiatitas ue seeretSy obtain 
ti^uj^ these intercepted codes* Ihey contribute greatly 
to the victory and tremendously to the savings of Azaetrican 
livesf both in the conduct of cumsit op^ations and in 
looteL^ tomcpd the early termination of the uar*” 

Tihat I am going to say next is very important* ihe intereepticai 
of foi^gn cffioaunicatLona and subsequent processing requires the scarerices 
of QUEBsrous cxffisauaioations and other trained personnel* In order that 

the poraduct may be most useful operationally^ and not merely historically 

) 

interesting, the intercept traffic has got to be forearded as eaqpeditioualy 
as possible to the processing center, and after jurocessing the, CCitZHr 
product must be proaptly transmitted to the people uho evaluate it fitftsa 
an Intelligenee point of vies, integrate or collate it sith intelligence 
from other sources, pass the results thm to other intelligence personnel, 
and, in 6om oases uhere it makes a dif fersnee — a great difference, 

' itodonda petbaps see that it is transmitted direct to operatibnal 

• *« * f 

' coKiaandew* The heed for trained coanaxioatioQs personnel, intelXigeniee ' 
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cisqpertSf radio and eleetronica angineera^ laatheoatlelana^ llngulata^ 
OK^tanalTataf and other hlghV sklllod parsonnsl^ nUlteay 
dvlllan^ ia thareforo quite obvicnia* It takes a large <«^anlsBtl<su 
jh 2^39 or i»0« the totalllsr of peraonnal In the axw devoted 

to this «ox^ vaa dtout 3CX}« Zn se had 37»000 1 That gl^ srau 
. Bomo idea as to shat It takea^ aside tem mllllona and nllllona of 
ddlars for eqvd4>Qont« both oaaaunleatlona eqnlpoent and this typb 
of eqaj^aient that I gave you a little atoxy about* 

Some of the ocyptanalytlc and oozmaunioatlima intelligence proeesaea 
can be acec»pliehed in the fldd to meet certain iaaodiate needs of 
field tactical oommand«:^j and these have been provided for by eac^ of 
the three Servicee in order to meet ^locial needs in this category* 

But coomundcatlons intellitjence processing involves a rather large end 
intricate compleoc of a good many activitioa, much of -which can be done 
sell only at aajar, large proo^sing plants shere the limited number of 
highly skilled personnel can be concentrated and very special specialised 
ci^tanalytlc madtinery can be installed and maintained* You seej, se 
have ccmeentrate the skilled personndL because are only a 
liMted noSber of theo» You can*t find people trained in this field in 
dvil life^ because there ia no need for cryptanalysis in coonerce or 
inidustxy^ so that shen var comes se don*t have a large pool of trained 
eiviiim^ trm shidi to drav to augsent our fo»:e8* We*ve got to take 
basical^ Intelligent people sith gpod backgrounds^ end good sdueadon^ 
and train them oursdvss* The clearance process alone takes months# and 
.."shdle dicing that time ss can give them soas basio training# the o^. 
!^uusea have to be absorbed largely by csii<*the»Jab trainingf . 

U. 
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Hfffag 1 trant to say a f etr words about the Tsry great Inportoace 
of cMxsrdlnatiim of coasnsilcatlcin int^Jigooce aetivities idth other 
jUxteXIigOiiee operations and tin ta c ti c al sltuatian* %ere you*te got 
to have certain cover asthods* For exaiuple^ ehen a decision has been 
. ; Eaade to take aetloin based upon eoaaunlcatlona intelligence^ a careftil 
effort crust be zaade to insure that the action cannot be attributed 
to effianunications intelligenoe alone* Otherwise you will kill the 
V go(»e that lays the golden egg* Warn possibld« action must always be 
preceded by suitable reconnaissance or other operations rhlch will serve 
as oover osp deceptive ztethods* For exa£^le» if there is a corny out 
in the BtlrkOs of the ocean and suddenly it is attacked by air^ the 
qaesticsi mi^t well xdse^ how the hell did they know we were 

tru^?”. fou seojf you aabe cover for that« 
perhaps by air reconnaissance <— or it aeaaa that way to the eneoy* 

Another aspect of coordinatioi between operaticsis and cossaunications 
intelligenGe Is to be loentioned* The coigamicatioas iatelligence 
producers emst be carefully and fully oriented to give cptiaaia coverage 
of tactical operations in progress^ or contemplated* Ihere are just so 
oary faeilitlea and personnel available fer coBmamicatlons InbeLUgence 
work^ and thoro's a great deal of traffiCf an woraous aiaount* Oidy a 
‘ - fraction of it can be processed^ so you've got to neglect the rest* 

Zt*s essentlalji tiierefore^ that the caonaunications Intelligence workors 
be cibrsBSt of the oexTent situation so that they'll know vhere to put , 

‘ their BaoriLmant effort* Also^ their Imowledge of the tactical aituatloh 
. . is essential to a proper Interpretatioa of certain results they obtain* 
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Xt*s itsportantf aXso^ to coKn^to the eonanmlcations intelligence vosk 
vlth tactical operations in another phase of (derations* If in eoceberance 
our bOBdb^ knook out cbub^ radio stations^ the very sut^iees of such an 
operation has repereusaiOns epon conminioatloos intelligence* Ton see^ 

% 

putting those statlans out of boainess makee unavailable to us a lot of 
^traffioi 80 that operations of this s<»rt oust be coordinated -«d.th the 
CdflHT authoritlea* There 1s another reason for being very oarefbl to 
eoordinatej and that la tiuit cxyptosyateois are usually uorldredde or 
area-erLde in distribution^ and if you don’t coordinate tactical operations 
idth your C(^:^ authorities^ so as to cover vp your source of infoxnation^ 
the ensBy uill soon suspect that his cryptosysten has been ooBprffinised 
uhi(di uDuld have far-reaching consequences* 7ou see^ a conmander eho is 
a reoipi@at of CC^dT and see^ a zainor advantage by using it in one 
locality nay deprive oonaand^s in ottier areas of aiach greater advantage; 
you want to be sure that you don’t ccazpraaise the source of infojssation 
that’s the iaportant point in this discussion* ^Shile taunrledge and 
eocperience point to the necessity of eaqploiting evexy possible advantage 
that tbs situatLoa affords uhaa you gat this stuffy and in the heat of 
battle the teoptation ia« of ooursej vesey great to use the material uhenevwr 
it ie ovailabla^ nevextheless this often nay lead to carelessness in its 
use^ may lead to jeopardisii^ the source* Of coursof the full value 
of ccBETunicationa intelligence cannot be realised unless operational use 
is foade of it* aoWBver^ uhen aotl«i is contesplated based tpoo such 
intelllgenco, the possibility of cooproodse of the source oust always bo 
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is mind and tho danger msl^ad against the alUtary advantages to 
be gained* Itinor anbrantagea nenrer «d.one are aaffLdent ground tor risking 



the IMS of the source* 

gelli gantleBian* lt*a lOtOO o^clook* 2*ra soptf that no <bn*t have 
-~kiy tlas to mtsaer gusstloos^ but[ l nelooiae you to eoeaalnB the sodiUbite* 
' If X can answar a question idiile you are dtKlng so^ I will be glad to do 
that* Thank you very ouoh for your courtesy and your attentian* 

I ' Sr' 

•*v' 

'ji' 
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' raUUUNICATIONS nmiXISMCE 
A ^esentation by Hir. William ^’. ^Friedman to the 'acuity 



and Students of Class 50-B« Air Communication & Stectronic 
Staff Officers* Course, on 29 ^ptenber 1950 



Colonel Sheetz, Gentlemen^ first I want to assure you of ay appreciation 
of the opportunity to come. to talk to you on ay subject. In inviting me to 

li 

speak on the subject of Coamunications Intelligence, it was indicated that the 

*r 

objective of the presentation is to create an awareness of the background, 

development, and manner of employment of this vital military weapon, ^ommuni- 

cations intelligence was not always regarded as vital. I am reminded of a 

A 

story that I read some years ago in an old book, and the story may be apoczy- 




phal, but I give it for what it is worth. It seems that about two thousand $ 

years ago'^there was ^ Persian queen whose name was Si .m a r l uH > ph e r took an ^ 

sh e d i ed. Presumably she went to 






interest in cryptografdiy, apparently j 

A 

Heaven, or perhaps to the other place, but 






left instructions as to the 



disposition of her remains, they built for her an imposing mausoleum in 
which her sarcophagus rested. On the outside of the mausoleum there was carved 
a message, ond - tho mo a sago said, "Stsy, weary traveler^ if thou art footsore, 
hungry, or in need of money, unlock the riddle of the cipher graven below, and 

you will be lead to riches beyond all dreams of avarice.” Then underneath it 

/fit 4A>ActJtt^ A.-0 <a. Ad 

there was th4e cryptogram. For several hundred years all the experts .tried 
^ waiui.. 

their hands at deciphering th4re message without success, until one day, pre- 

sumably,^a long-whiskered, bespectacled individual oamo a^ong^^aad-^after working 

at it for a considerable length of time, solved the message^ gave him 

instructions as i«^y a s^ret entry into the tomb. <!fe got inside found 

A N A 









-BCE P-:, A6 6 402 

C 




UAi 



oriAaft JLa S-Q^ 



an instruction to open the sarcophagus^ but he had to solve another luessagey. 

vfhie fa 'fae ^d ';i ■ and opened the sarcophagus and found a box. In the box was a ^ 

message in plain language, and this is what it saidj "Oh, thou vile and in- 

1 ^ 

satiable monster, to disturb these poor bones. If thou hadst learned something 

« 

more useful than the art of deciphering, thou wouldst not be footsore, hungry, 

1’^ 

or in need of money;** Many times in the course of the past thirty years I 
have had occasion to wish that I knew the old gal's address so that I could 
put as a first indorsement to the basic communication the single word "Concur." 






Well, anyhow, it»s been an interesting life, if not financially lucrative. 

paragrai^ from Time ctafe^ December 17, 



Now I am going to read you a 



■ ^ uJiAuir 

1945. "Magic is the Word for Xt« is the title of the article. |j "U.S. citi- 
zens discovered last week that perhaps their most potent secret weapon of World 
War II was not radar, not the VT fuse, not the atom bomb, but a harmless little 
machine which cryptographers painstakingly constructed in a hidden z^oom in 
Washington. With this machine, built after years of trial and error, of in- 
ference and deduction, cryptographers have dupHcated the decoding devices used 
in Tokyo. Testimony before the pearl Harbor Committee had already shown that 
the machine known as %agic^ was in use long before December 7, 1941> had 
given ample warning of the Japs' sneak attack if only U.S. brass hats had been 
smart enough to realize it.v w4l^ General Marshall continued the story of 
^Magic's" magic. Aiid then it goes on to say what that story was^ rnttl hope 
I'll have time to <eoias to it a little bit later on. 

A 

I hardly need to stress the necessity for secrecy in this business. Hope 
for future success depends to a very great degree on maintaining secrecy with 
respect to past achievements. Changes as a result of suspected compromise of 
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cryptographic systems are easy '^o make and vezy hard to foUcw. %e effects 

of leakage or compromise are not local - th^ are widespread^ because of the 

widespread use and distribution of particular cryptograjMc systems. During 

World War I might say, the continuance of our success hung by a very slen- 

der thread. I am reminded at this point of an instance^ — tfak>"w a ffl ^bef ore^^e- 

WgrlA: and to avoid naming names I will simply say that there was a chap in a 

certain capitol of the world who sent a message to his home government in which 

uuk * 

he said that he was setting a bit worried about their communications. He saidz 
"You know, these many ^cr^ges that we are having^ dealing with this matter in 
hand, have made it necessary to be very voluminous in o\ir correspond^ce, 



hand^ have 
I am M f 



.uminous in o\ir correspond^ce, 

I 

third party might be a b t»* bo readMt^ftj 



id that perhaps some third party might be 



fear 



something would happen^ awd S o we were on tenterhooks and pins and needles for 



two or three days until we got the reply from headquarters 



■(^1 



paraphrase the 




reply, it said, "Well, you southern extremity of a horse's anatomy, don't you 

realize that what you are saying is out of line? Don't you know that our sys- 
cm* 4L •vsiwO. 

tem has so many pezmitations and combinations it>s inconc^vable that aziybody / 

)UAeX!imA^ ‘ 

should be able to read these communications without having the^key? Now, don't j 

you worry aiiy more about it. You tend to your own mie e ieH, and we'll tend to \ 



ours . " We were very happy when we read, that one . u»-a ^ j 

hardly need to give you a definition of communications intelli^nce.o^ \ 
i ' tlcLuk thaji^ Mhjor Harrison nas already dealt with it, anS I w ill simply cite 
ithe^ three main objectives. First - to provide authentic information for policy 

^makers, to apprise them of the realities of the international situatioi^of the 

» 1 

I war making capabilities and vulnerabilities of foreign countries, and of the / 









REF ID : A66402 









* ‘ »*• A. 

V • I'l !si ^%, a.-j 

intentions of those countries with respect to war. Second - to eliminate the 
element of surprise from an act of aggression by another countzy. Third - to 

provide unique information essential to the successful pros ecutiouj and vital 

•ip tSbMiNTT 

to a shortening of^the period of hostilities.' Now, the background of^onmmiiwr* ^ 

f. mtinnn intiii11i£ n nn r n which is based upon the science of cryptanalysis, 

s^ery interesting histozy. SV is inextricably bound up with the history of 

cryptography. The two are but opposite faces of the same coin^ ^progress in 

one inevitably leads to progress in the other. Hence, while my talk is to be 

devoted largely to czyptanalysis and c o amunieeliiuxuu i i nfc ' earai l g ts iJtfb , I will have 






to deal also^ith cryptography and communications secuzdty ^cTir^cw'^n 

^ »-w 

^ow, because of the secrecy or cloak of silence which officially surrounds the 

vdiole field of cryptology and especially cryptanaly tics , it is obvious that 

a uthentic information with reference to the background and development of the 

science in foreign countries is quite sparse^ and although after World War II 



srexgn countries is quit 
we learned much regarding,^this field of work by our e»es^, security rules pre- 

•-/ a*c<K***4r 



vent ny saying vezy much, about I can only give a fairly good baoli^gftMad 

i I ** k t A & ^ ^ 



~~~ of ulg^^ctivities, and even then I wi 



ti 



will not be able to say very much about 
jueat? activities, because I don't know very much about that background and pore- 
fer not to give any information W mt I can't document. In any case, I might 
s^ at this point that our relations with the Navy in the early days were such 
as to preclude ny knowing very much about what they were doing, and tha Bame 

dve illustrationsj mamr of which 



vice versa, m the course of ny talk I will give 



form part of my own experience. Ifiodesty would dictate their omission, but be- 
cause of their possible interest I will use them euid will here and now make a 
general apology for the use of the personal pronoun. 



- 4 - 
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Now may we have the first slide, please. Cryptography and cryptanalysis 

go back to the dawn of the invention of writing, and here I show an instance 

of cipher in the Bible. In Jeremiah 25s26 occurs the expression "And the king i >> 
/fe* SWM SKesKakV. -irikan . 

of Shesha^h shall drink after them." Also in Jeremiah^ Well, for many, many 

years that amad "Shesha^Ai" remained a joystery. ^here was no such fO^ace. ^t 

then somebody discovered that if you write the twenty-two letters of the Hebrew 

alphabet in two rows, eleven and eleven, you set up a substitution ali^bet 

wherety you can replace the letters by u(|uivuluuUu . For example, is 

A A . 




first psychoanalyst, was also the first cryptanai 



analyst. ,I.say psychoanalyst 



because you remember how he interpreted Nebuchadnezzar's dreams .. Nebuchadnezze^. tt 

had a dream- wjdt when he woke up he^couldn't|j‘emembe^y^. called for his 

sorcerers and asked them to interpret^be dreair;< Tb^ asked him'.what-dream, q 

and he said, "Well, I don't remember it, but jaMwe- your joly to find^ut 

+0 

. . ^ , then^interpret it." That was a prettyj. good* assignment, and th^ failet^ ' 

‘'A* 

had a n^ty habit of choking your head off in those days if you failed; so/v \ 
Co.».a.”fe a 
,- th e y jC i tt-Anani e l^aanA - h e , by some Jow a nB«r» the record . ^oesn' t- ^ow just h e w - waa- ' 

able to reconstruct the dream, and tlren interpret it. Wuir^ome years later, L 4. 



*-’**«*s-i 



Nebuchadnezzar I s son, Belshazzar, was giving a feast, fuid during the course 

of the f east^ft hand appeared on the wall behind the candlestick and wrote . a 
5EoAieJr 

message; aad> Belshazzar was very much upset and called for his soothsayer^ and ^ 

so on, but they couldn't read w. ‘Phe - geoeage -sgt id^ C^he ^mene, tekel [upharsihj!^ 

»»% w« hstaJiu^ 

Well, Daniel was called inland appameifcAy succeeded^in deciphering th^aMeaga^ 

— interpretation was "Mens'- God hath numbered thy kingdom and finished / 






- 5 - 



Uk> &/MAm ^ »A VM» 









^^JtA t i i. ^ 3 ^ 4 







it. Tekel - Thou art weighed in the baleoices and found want4ng. Uf^arsin^ or 
rather Peres , ^ltc ^ B ihlo lu indefin i te - Thy kingdom shall be divided and given 
to the Medes and Persians." 



The next is an J.llustratipn of the earliest cipher device histoxy records, dC 
/jleitrLeA CaSSL^A, Cl^ H ^ U./©vJLiU4^ 

< •-- < * • ' - • r . . — ... - . - - 



which is t he jtfafaala u used lay the ancient (preeks . They had a 



cylin- 



der l^iTOund which th^ wrapped spirally a piece of j^chmentjf. and they 

A. _ J_1 — ^ 1— i L _ ^ t 11 1 1 J « j 






wrote the message across^ anit* 'dee li the p i e rce ' of parctec n b tho a ^ and sent it to 

wv«» jLi yitf«^ws4*=<«dfe«<.^* eA/fv»» 

its destination, where the recipient^ hc w nLi i g - an identically -dimensioned Mdr 

jsr cylinder, -wee dd ' <s c ' afe e "W ' »i^weonotruot the message . This diagram, inci-'' 

A 



dentally, is not correct. The writing was done ^ong the edges of -^e narch- 

<fltO 9 *Vv.O^ ,A. 4 L<ywi^ ^ ) 

ment. Inoide H^m ll^ , the baton which the European field marshall carries as one 
of the insignias of his high office derives from this^instrument . 



Caesar, of course,, is well known in history to have used cryptografiiyi.— . 



a very simple method. 




because all he did was to replace each letter 

0-M& 



by the one that was fourth from it in the alphabet. Cicero was^the inventors 



of what is now called shorTliand. He had a slave by the name of Taro who 

SfiwSvih6MA..A«-^!C« d*w 



wrote for Cicero his records and so on.in Tjjrronean notes, as they are called. 

^ K 



The beginnings of modem cryptography are to be found in Venice in the 

^ke3r ^ 

Papal states^ about I 4 OO. I show next an alphabet of tha period o d-HO O which 



is interesting merely because it shows that in those early days they already 
had a recogni 



substitux 




■*A 



— ..^^^-equencies, I don’t . 

.at some pe i nfa . have had ' .eamg ep ntaet Q 

^ A. ✓ 






have to go into that. all of you 

that sort of thid^. But h en e^s a method of disturbing the normal frequen- 
cies^ by having the high-frequen&^lettei^ represented ly . a ■ aoltd q a^ioiMby e f 0 



■ ...,.-6. ''"X /UOa 






jhii ■ 
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jif eharacter^. the earli est tract that the world possesses on th^ sub> 

^ ject of cryptanalysisjis that which was written^by a I'^eapBolitan.vdiose name 
was Sico Siinonettj^. It wa e wnitt e n mi 147^ He dopori bi ae t he methods of solv- 
* in^^Simple cipher^ no doubt, but^in a very clear and concise form. The first 

b\,i 

book^ extensive treatise on cryptography is that a German abbot named Tri- 
•rrv 




with bein g in league with the Hevil^ asi- ^hey burned his books, as a matter of 
fact.' We are going to jump a wa 3 rs now to some examples from^history. X he a ^ 
^ /J'*' ^ cipher alphabet and system used by Mary, Queen of Scots, in the period 



1345> or thereabouts. Thez^ was an Italian cryptographer whose name was Porta cu>JL 
who wrote a book^published in 15^3 « and an it he showed certain types of alpha- 
bets wh ia h have come down in history^ now as Porta's iUphabets. an examp- 

•I ie* p^vb-TUfii,, ^ 

. tn lfie n not r g ye n h a io booli. ' t > ufa - it»o 



le 



iiw i i r tiHohowo one alphabet with key letters / a or* 

So «v.< ' - 

b, another alphabet with key letters c or I don't want to go into exactly 

how those key let^ters are used, but it is sufficient to say that even to this 

day tHe Porta alpharots are occasionally encountered. Incidentally, porta was 

quite a fellow. There are lots of people who refer to his book but have never 

read it, , I took the trouble to have it translated to see just what he did say, 

and he in ny opinion, the greatest of the old cryptographers. 

IncidentalDy, also he was the Inventor of what we know as the camera obscura, 

the progenitor of our modem cameras. I think a^o he was €he earliest of 

Tbn-to solve a system of kes^ubstitution^N where the key is changing oottybc a nffer— ^ 

Porta's xable was actually used in official correspondence. is a 

picture of a table that was fovind among the state papers of Queen Elizabeth's 
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time, communicating with the a^ls^ador to Spain. ^ « 

o« )pU.<M*ML ^ 0a^iSL\ 



The next slide I show is^the, 

A 



trigen^e Square or Vigenere liable^ 
a set of twenty-six alfdiabets^wMr ^ilsplaced. otop by &t » p .with the plain-text 
letters at Lhe tpp and the key-letters at the side^ end f he meth 9 d of using ^is 
to ^teke a key word^ an^the equivalent^cnangei 



according to the 



manner in which the key changes. Now, Vigenere also has an interest to me be- i 

cause although he is credited with having invented that square, he never said 

he did^ nttvei jiiadtr * ai!\ y uu a hw e l a a i M . gha *i* p a picture of it as it appears in 
H«W 

his book» aai^lt goes considerably bqyond what the ordinary references say about 

^ fiyjX A 

his table^ I won't go into those differences^^ /*hey're technical and perhaps 

of no great interest to «» today. 

TJie next cryptographer I wish to mention is a Frenchman, Francois Vieta, 
an emminent mathematician, founder of modem algebra. In 1589 he becanf Coun- 
selor of parliament at Tours and then Privy CoimselOr. ^ile in that Job he 
fl a. grrmBWd tho l ee y te a Spanish cipne^ef more than 500 characters, and -then 
all the Spanish dispatches falling into French hands were easily read. Phillip 
II of Spain was so convinced of the safety of his cipher that when he found 

the French were aware of the contents of his letters to the Netherlands, he ^ 

VAftiCc. 'AWua eaAfc iA *w An . 

complained to the Pope t^t the French were using sorcery sigainst him.^ f^ere is 

Mother exampl^ Here are the alphabets^ and a sliding card^ which could be 

'^orw i’^vO, ©<* A. 

shifted up and down^was used as ^ changin^key,^Ti ' mnthad of chsuiging the key. 

ft N «V « 

Here is another^ cal led the two-square cipher two-alidiabet cii^er; jaaiasQ coor- 
dinates SAgednynbMiky^here is one complete alphabet and ^her^is another one? and 
the coordinates am used to represent tkeee letters. That was actually used 



in Charles Ixtime, 1627, communicating with France and Flanders. 

K 




* 
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in U.S. history. The 



JpStu^ 

I want to juHp now to th^''^L I'ulutiouui ji 

systems used by the Americans and by the ^itish were almost identical'. In 

A^||e>vauAd4 jh 

- one case, in fact, they used the same code book; " It ap pe ws - tbat"TOifflge woo ' cm 

American whanti nwimj’ was Eorwja^^wiie was^the cipher expert Congress^wiw managed ^ 



sui- 



te decipher nearly all, if not all, of the British code messages intercepted 



ii i< 

the Americans. The next chart shows a picture of a code or syllabary, as 

4^£>, §rC 

we call it, used by Thomas Jefferson. This syllabary is constructed on ^ two- 
part principle . This is a * aee t i "e n of the decoding volu m e . iou will note 



that the numerical groups are in consecutive order but their meanings are at 

k*ue H» "6 .«hx. 

random. They have no alphabetical order at all. It sunp^ means that. ami the 



encoding sectioi^the words are in alphabetical order, and their equivalents are 

/UO u- 

in random order^ ^ system wt awi even today^sees extensive iise. Jefferson was 
an all--around genius, and ^ shall have something to say about him and crypto- 



graphy a little bit later on, I hope* Here's an interesting slide shewing a 






picture of a letter which is known as the ^nedict Arnold Tndecipherable trea- 

IV = 

sonable Cow Letter, -whieh. has never been deciphered. It reads, "I have bought 
a cow and calf from ^en. John Joseph B aploB e n , ” and so forth. %e reason that 



it hasn't been deciphered is that there isn't enough of it to form the basis for 

T 

a solution. I am going to say a few words about Egyptian hieroglyphics for the 

reason that I think that that represents the next^landj^k in the history of 

tJ 

cryptography. About 1821 a Frenchman, Champolio, startled the world by begin- 

A 




aasC^t was by means of. this i^cription that 



thie was finally solved.. repre- 

things that we 



^ sented^a cryptanalytic problei]^^ In the hieroglyphics there are 














CcN<«»Aft. . 



L.. 



call cartouches j that Is 
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hingo' ourroMJM te ti by a graven lii^* ^re are some 



,<£ew examples. This^as on an obelisk, and 



seating the name Cleopatra ^ 



elisk, and 'fahMHeme was suspected of repre- 

X suppose the reason for aappeote>«g‘ » 4 ! t was the 

A 



repititlon here of two characters at a proper distance to represent the two 



l^'3 of Cleopatra. By taking the various cartouches, writing them out carefuUjr, 

Co>jCb«» «^4a. 

studying them on the basis that this,^was Cleopatra, it turns out that tak- 

ing the A o‘Mww aadf substituting Vi4» equivalent^and putting them in the proper 
CojJkatuJUM/ h/ 'W^u^u^4 flSfW CJ2a4'|><*<Sarf,Awfc»^ auO 

places, bit hy bit Champoliot was able to establish. other nwiKMtywJAke Ptoleiqy. 

^ aAI • la« 






Alexander.and so on. That’s the w£w in which the Rosetta Stone. and Rgypt- 
* A >> 



ian hieroglyphics were finally read. It was very fortunate that the early 

• <- „ y|i-u^JvAr“ Aj2s«0 ^ 

^ siuaAes oJr Egyptology bed ' n a t w a alip e d that the Egyptians used cryptography. 

^ “fia;* -■»««* « '' -Ui.,, 

Some of their writings are not only. hieroglyphic^ but they awe. also ciypto- 

/tSAA j ^ ^ 

graphr^ wMRhi^luie is an example of substitution. That character in place of 

^ « II 



this one means to speak. lou see the finger pointing to the mouth, and so on. 



Now I am going to ju^ to the wworioa n period of the ^ivil 'W .or the 

,, II r uw 

War Between the States^ i Here is a picture of a cipher device used by Confed- 
erate Arnyj captured at Vicksburg, one of^^ treasures. The ao^bd^ ' O^'me ' e - 'Oifr 



is a cylinder covered with a sheet of paper bearing alf^abeta, >the 



Vigenere table, in other words, a pointer that you could slide .and a thumb 
U)4 aaXw 



knob you cculd turn the i 
A A 



according to the key letters. 



There is one person I passed over in getting to the Civil War period. Ed- 



gar Allan Poe in 1S42 or thereaboutsv kindled an interest in cryptography by 



0 his story of «The Gold Bug^ and by 



Id Bug" and by n 1 1 fftpitiriif articles,yiM> journals donUng- 

Here is a picture of a message, authentic , which was sent 

A. 



by President Lincoln to Cen. Burnside^ 'edjfTt's very simple. It reads this 



.r- - 



j i 



«# 
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>1 ^ i p n7 In ^ r '■', 

\ .•) I 



MLeiM£i*Jr/isuki^ 



way, of course,y^but if you read it backward^ ”If sould be in a boat off 
Aquia Creek at dark tomorrow, Wednesday evening, could you without inconven- 
ience meet me and pass an hour or two with me?'^ ^Signed) A • Lincoln. I think 
the President was kidding a bit.^^his is a photograph of a page or two from 

the code book and cipher system used by the F^e^^. They had what is called 

II A -te 



taiAagi ,e route cipheK that is, you Itttt a matrix with indications of routes 
ouaA, m urwvdLe ^ 

Here's how you write the message in^ the first wora, second, third, fourth, 

fifth, sixth and so forth,' m take out according to. another route. 

And here the thing is complicated by the use of arbitrary equivalents for the 

(I M II >1 

names of important people. President of the U.S. is represented by Adam or 

u 

Asia. It had two equivalents, you see. ^re are some of the famnne names of 

officers of that period. I have with me today the complete set 'of books used 

by the Federal Amy during that period, and after ny talk those of you who 

wish may come up and examine XT, together with certain other exhibits . ^ext SJiL,^ju 

ouo. AHsiat ^ 

is a picture of a message sent to General Grant in there route ci{Aier5, I shall 

Tf^_ ^ 

not take time to read ''There is an example of a type of secret writing 

employed by the French in the Fr2inco-Prussian War. It coxisisted of code 
groups written out from a code book. You remember that in the Siege of Paris 

were completely cut off. ini thn messagetwas than photografdied down, and ^ 
a^yi&s the first and earliest example that I lawnn ef of micro writing used for 
military purposes— .photographed down and sent out by means of carrier pigeon, 
his is a copy of one of the examples. 

After the Civil Warmer War Between the StateSjthe use of cryptography in 
united States military affairs went into a decline for a long period of 
peace, and was broken only briefly by the Spanish-American War. War Depart- 

Aw 

ment published a code called "Cod^ to Insure Secrecy of Telegrams^' in inn'll 




based on a sisall commercial code, almost word for word. I*«ssaaa9s:aNt9ii^ . . 

9 j/p-At*t.MSL. ^Ae^SiSi, OJlX ^-tvyjt. «JtiUlu '®»(Pur Vvaiu\^ 4J4)ia. Mk, 

have aPcVto^ of ^^hat with me.'."*In tne Spau^sh-American War^there was very lit- 

LlaO ■»--«. Aft frl Ajhft » I,, A > - ^O... r 0 



tie . cryptogAphy j that code^wMch had no secrecy whatever; but then 

V M fcaJr Uki^ir^ 

there was no such thing as radio. Xna899 the Chief Signal Officer undertook 
the preparation of a suitable code. Economy was stressed - the Ohlef ^ignal 



-n 

Officer personally did all the work. In 1902 the cipher of the War department 



was published hy the Adjutant Oeneral. In 1906 a revision of that was published^ 

and in 1915 ^ completely new code. War department Telegraph Code was published* 

and* printed by a commercial house in Cleveland. 'I We come now to the World War 
N 



I.period«mth Hertz's discovery of the^ so-called Hertzian waves and Marconi's 
practical demonstration of signalling b7 wireless^, a new era in military cornr 
munications was ushered in, and also a new era in cryptology, '^he first wide 
usage of wireless, or radio, as it soon came to be called, was in World War 



I, but developments in cryptography lagged a bit, as we shall see. 

bK ^ ^ 3- 



First, I will discuss the tactical use of cif^er systems, because these 



were used in preference to code systeios, which cans later* Here is a pictwe 

(hvk Jr ^ 

of a cipher system iised by the Russians. <Wothing but the Vigenere systwm all 

^ As/- iJf ovJ2^ 

over again, Igtti using numbers instead of letters^ Hero-i ’S a case involving a 

I nha.hat.s nsed ■foT*'"aiihst.'? -hii-h-i on - Ih-fn wan t.he nh«-H nor » 



set of 7 or 8 alphabets used. for'*substitution. ‘%is was the deciphering 



table . The next 



LOU* *xu.s nei 9 uxie ueuj.pxxex'xxig a 

L J ^ • J. • 



_ is a picture pf a fronts cipher system, a transposition 



in additio^certain disturbing elements 



system, the columns being here _ 

C0MM4, _ 

^y taking off the letters in ^^diagonals . And is a picture of the system used 



1:y the Italian aray in World War I. Again, it is only a variation of the 



Vigenere system. ^^md^Uere is a system used by the Germans, invented by them. 



or^/'Wfifllys^ I should say, it was a coinbination of two methods put together in a 












REF ID : A66402 



very clever way. 




caUed It the 



cipher because the cipher text con- 



sisted exclusively of those letters. An alphabet in here. arranged according 
V to some rwpiinir oril nr ninth the coordinates A'fi3€H9Kv you einsiph e PBd i yoi 

wwwxA4..LiiQb 



W ULJ QUH1» 

■ by^ubowau p feiEia g the coordinatesT wi t h t ' h e lott ea W ifa e y e» t -ooe "ttfer e . ^J£he ] 



«vep message 
^he letter 



/\ur a^y*»x*^>iAAudL ^ 

r is represented by ^,eind so forth^ eBd* ^hen «u w rii ^e a k^. developed from^te 

key word, over k*3 and so forth .and ^ o ko the letters, out in columns 

in^ in mlatary^ 



according to the key order. That^as a brand new thi: 






and caused no end of headaches until it' was discovered Just how the solution 

A 

could be achieved. In thrt (j>aBfijfc*1pie solution was not a general solution but ^ 

depended upon special ^ n B tanr .e » , have th e tiius ' tie gt r int e t haiU . 

used by the German high command and consequently someone soon ^ 
VL AJ>F4VAf 

discovered that you made a chart based upon the number of A jB SG H M! messages 

A 

intercepted, wlw you could disclver certain things about the tactical situation 
vw#\fl, juttL, /6cv*ft. •! A«<uu^i«uJMyi 'p«\a<IL.«3h 

and, e opoci t xi a y abo!» t what might happen, ihis^ is a chart which we got up in the 

A>RWx 

AEF based upon the ABSflHP intercept . This, gentlemen, is the first illustra- 



That cipB 



tion that I know 



le ABSerar intercept . This, gentlemer 
of in history of traffic analysis, t 



analysis^ traffic intelligence. T'he 



next slide gives a picture of the sort 



*’ CBw.»oyLwXBggifta. * *JiA n 

>rt of th aa glthQib '- w »i«i ni %"ie u t j a 



bulletin^ 






^ to 

that we put out when the AC00B 3 E messages were read^ end ^ere »e>a set of mes- 

tLoioJL 

very 



sages^frejj^ November 20, lyiS; of course the ii^r was over, but this giyes 

r^OLC^KK-'VwaaAi^. 

important information about the withdrawal oj^ M e gonoynto army. There is the 

German text and there is the translation, arf authentic message. ™e British ^ 
Oil X ^ 

and Americans^used a ei^aes^ kndSra as the Playfair cipher, invented allegedly 

by Lord ^on Playfair, but he didn't invent it - Sir Charles eats tone invented 

/iCMMUsfc S^OuSt <*». 4- 

it. .The method or, encipherment is to ha\re a^k ^ wo rd, then the rest of the.let- 

— C AAA. ^ fc(A«»<uwW>^ 

ters of the alphabet, aaSTlf you T^antf® to encipher ”at" the equivalent i 



hSat 
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A 












"vr". diagoiials; and so on. There is an example of. a message^enciphered. 

J A A 

In those days, 1914, that was regarded as pretty hot stuff. In fact, an officer 
of the American Army plater, became Chief ignal Officer, Mag. Gen . M e ta c me 
wrote a little treatise^ published in 1914^in which he dealt with this Playfair 
cipher system^ cfiF^e title of his work is "An Advanced Problem in Ciypto- 






(s graphy." Today our most elementary students are given things of that sort to 

?P -r- 

kwi solve. ' The British Arny proposed a cir^er device in World ^ar I^ dWid^iey had 
A 

mahtifactured a great many of them and distributed thousands* 4gBT they proposed 
to the French and the Americans that they use the same thing for tactical com- 
munications, but it was never put to use for reasons that I hope to tell you 
later. 






Now, I'd like to say a few words about cod^and code systems use(^. I 
think you all know that a code s^ratem is simply a sort of dictionary in which 
the words, phrases and sentences are representable by arbitrary groups of let- 
ters. Here is a page from a commercial telegraph or commercial cable company's 
codebook^Wwft they offer to their customers, you'll notice that each of these 
code groups differs from every other code group ly at least two letters. We 
call that^ the two-letter differential. The reason is that Mrrrrr^n rrfTr in m a da 

jBAA<r<ra AM& ***’*Aa vmvj "fe ^ 

, in -fap a nBrnioo io i n ^ the liklihood of making two errors in the same group is not 



nearly as great as mald.ng a single error^ -oHd Afaei a * methods ox. correcy.ng 
^ijntrri'inji a group if it has a single error in it . Now, code boo^ and codes 
f are aad wr e uit a d to - gfe b kinds of business. They are speg\a3i&a®di'*omi generalized, 

^ pxaJk. ir 

like a^shipping code, or a code for the automotive industry, and so on^^^he 
next e ao i s to e highly specialized code. You know, there are certain people 

J 

who believe firmly and implicitly in the power of healing by suggestion and/ 




A RE 



V 









r<5 JM. 



and what not^ and here is a aicture of a code book put out by ^ gentleman who 



was pijof essional^man in th^t field. Yo u’ll ^notice that ^e^_^^poae of it was, 

your practi- 



nos a px2Uj.eo9XUiidL 

^0 J&e aAQi^io.JssxiSMJL 






notice that the purposs 
Saot uiOuX. 
want« to consult your 



of course, ^tb«b if you on a trip and 

Q.0AA. 0 

tioner you^eod:^ send him a message and tell him what you J 

J ./5 ^ 






^SOJL 

you weaw suf- 



you 



suffering from this, that or the 



faring from. Of course, you 
other thing. 2b-we» English and ^ren(^, and you would simply represent your 
illness, or alleged illness, by^code group. Now, note that the gentleman who 
got up this code was pretty well versed in the intricacies of code and communi- 
cations difficulties, because these code groups differ«4 at least three let- 
ters each; aad the reason, of course, is that it would be a pretty serioias 

« thi^ if you sent a message saying that yS^ T we si^fering from coma but get-0 ' 

jklhiycaJL >..■ *tXA4u(-vufeU^ ^ 

Cjj±BaSBted for convuTsions . That would be pretty tough! 



Prior to World War I the use of code books for tactic^ purposes was thoi^ht. 

to be impracticable* largely becaus ^ 

sodn hno l ^T -en oompp e jwisjik I don’t think they thought too much about 

the possibilities of solving code ^ i^rly in 1916 the ('ermans began to use 

^ield J^ode^jand the Allies soon follcsred suit. I haid. slides to show you pic-r 

OuJi yfSoT 3 wWvfcA^^f" 

tiu*es of pages of the code books of the various belligej:A)%s , but I -iRWe ex- ^ 
hibits.sm'^ose who would like ^ see what they were like are welcome to come 

y..eBe- that I n ii Bwi i yf would ■likoi-1» e 






up after this talk and examine them. The only.< 
shew is one that will give you a picture of^^erican^ inadequacy in World War 
I for code^wea^. i‘his is authentic - I didn't make it up - I found it in the 
records. It's a code gotten out by the $2nd Infantry %igade^ dated 1? April 



1913^ and it is what we called the baseball code. If you wanted to s^ killgi. 

■f' 

^ s tr - i te o out »y- b a a o-en b a ll, * hit by pitcb»(ballj and so forth - very elementary. 




%3r' 






ioessage which was 



trJ*j 
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f[ Now I ajn coining to a very interesting example of^^orld War I period, a cipher 

^ ^ CKa-wii*^ y(^ t^/t!.w6erfrw v«*i* 

, ^aken f r om a German spy in the Iftiited States |^ aaaJ h e waa-jjaa - 

ih w i li 'wd III! ilii Mih H i m was found on-hi g 4-.v^a4- v ■■«■ p-iiiJii.— ».<* 

ter some weeks it was deciphered by code"Solving 
organization^ in Washington, MI-^, as it was called, ^re is the^erman text, 
and this is what it said^ **The Imperial Consular officials of the Republic of 

\ ^ Tj 

Mexico, strictly secret, the bearer of this is a subject of the mpire^snd travels 

as a Russian under the name of Ba vl e ^vorte . He is a German agent.” And so 

f.a^ "SMmt /fo, -Uj>£fcoTiv. ^ 

forth. t E s ' ae ntcineo was commuted. to life imprisonment; and he w^s out.an^ 

. year. Here is a message which is probably the most famous message in crypt- 
^ A 

analytic history to date. %is is the message which brought the United States 

into World War ]^on the side of Britain. In 1915-16 it was very much catch- 

as-catch-can as to which side the Americans were going to join. Our British 

friends ^aaid late^allies^ did certain things that we didn't like, and there was 

a good deal of talk about itt, out this message, solved the British, brought 

A 

us in. It was the straw that broke the camel's back. It is known as the 2im- 

mermani^telegram. It went to the German legation in ^‘Wico City from Count Von 
.ovj 




Bemstam, the German ambassador in Washington. The method of soluUon I won't 
fto into. handling of the case^ eho w o how astute.di^omatically our friends 

^ SajJu f \ir u^. ftwb • 

wave in bringing^ 1ahe --A imi>raoojM^n r- hy mo a m» " Of ■ that aeooogo * Here is the trans- 

ff ■y^f* 

lation of the thing. It was important because th^ we r e going to resume jifag? 
unrestricted submarine warfare and tMs^ dealing with a deal with Mexico, was 
the straw that broke the camel's back. People in the Middle West were very 

luke'^arm toward uhe idea nP hhmi, I hi I wliiin lliiijii began talking abont^gieiiig' "Iwns L 

"" ■ „ 

to MexicoT Texas, New Mexico and Arizona, that was something else again. So Q 







tl 







unifiUu. «. 4c«^ •! uiealoA ^ 

we got into the wai^ ff^ere is m liniiiimiOwwf another d^pIlllH&Ae^MNW solved^u< 

U; <*u^aAi4 

^ tliia~ta.M B h y u4>ho Uni i feod &tatoe growp in Washington^ a sabotage message talking 
about who was reliable^ and what th^ should do^ and* 4^at .figured in a long^ long 

-^iS>U>A,dLAA.« Ap^VsttAMCb*, 

trial before the > - Claims Commission, in which the Germans were charged 

M 

with certain acts of sabotage, — «•- 

^ yvouj >^^>jarv*. AAe 



explosion. 



resulted in 




. %jns,^is a messag^in secret ink^that figured in the 



euitSj some $40^ 000^000 



HLfUik Tom Case; a p>ag^e from the ^luebook Magazin^dn which there was e ss g i 
UfuJOSu^ UL^ /uuu^ itii i|J~>*^ii 



Ol VWl4^4IULflL 



J&, 









i i il w iUi]ii[i i w iiiii llilBg^iiiiiiiwdiJwiii I n rmifi ili ii jf iL 

Vv-oJilUw.* « 

Now 1 come to a case in which I was involved. In 1915 j no^-ini ' 1916-17 

the Germans financed a large number of Hindus in their attempts to stir up a 

, rebellion in India, the idea being to cause so much trouble in India that 4^ 
^ /AVLlKil^axtr* Ja ^ 

would dr e w ouUDgiti a h troops from the Western front ],» axaet-’^ese Hindus were 
^ A 

negotiating for the purchase of arms and ammunition in the United States and 
sending over to India.. Here is. one page of a long, seven’' or eight ~page mo e - ■ 

I , , . -V^ 

rir 99fjgr that was intercepted between the.Hindu'(^inxhe United States and his chief 



Ms: 



A 



in Switzerland. The^ 

fiowA. ^ 

4 4}^ \ wH i h ^words . I reco 

?T . \ 'iuw> mr 

3 S i\ a hnnkj ithliii*^^ line number, ana 

5I_4' “ 

; was the book, but oour ae-y 



consisted of groups of figures, which were inter- 
ized iiwirodiat ei v that t Biio . represented the page.ef 




represented 



page^of^ 

•S' 




4 >hp » Icttom in the -lin^ «nd All I needed 
itoelf ' uiUn* 



wux w ^ . 'UUV IMS a age ito'u.i.j 

^ .9** 

SO I had to go ahead and try to solve iiT, '^fes was solved, and 1*11 show you 

A 



what the book was. 



:sC. 



(<4^ sperse^ and I would make a gues^. ^ fo^exa^le;"FormCd«|^ something. 



, i i very briefly the method. As I said, there were words, plain-text words, inter- 

,<^.1 i iU 

” f<4o! snersed. and I would make a , 

with^ something.” I assumed 

meant that on page 65^^he fourth line, the second letter in the line was a Cj 



V-., 



it this^would be uhe word "committee,” and that 





















5!gC 







^^6 feyjP>2 X' 






Vo tfvC M>€Aa. 



jffe 3Jt 5 the third^h app e aod to be 0j| ^tnd the fourth^. 



i^.and- the fifth^est M, 







IV U II 

this word couunittee came from the word communication 



T8f o rd - fa) »A t t o ht te nj 






uiof^Lli OV* ug>K«>« wa 



ication on page 6§i (Phon t hj L - o . 
worki33g back atid forth, building up 



the pages 
A 

I fin 



,1W 

A^the book aa^ building up the message - one helped the other - 
A 1 ^ ft 4 A L, 1 ..a » 



inaj^ ^oam e- to the "■e enolued.en . that It was a book dealing with the history 

/ut/jv^vww ^ 

of German political philosophy or ^wfaat - ngfc| an d- I hunted and hunted and hunte^. '(>£ « 




I finally found the tre et e , all right. It was Price Collier's Germany and the 

J0<r'^'^n.4yuVfM«F CruX 

Germans . This message figured ii^^trial. Mt in San '^rancisco^ where there were 
about a hundred and five Hindus on trievl simultaneously. One of the Hindus 
turned State's evidence and got himself in bad with the others. They were 
searched every day before they came into the court, but one day, the day after 
I testified, one Hindu managed to secrete a gun in his clothes., and during the 
midst of the proceedings shot the Hindu who had turned State's evidence, where- 
upon the United States ^^lil^shall, a 'great big fellow^ six feet four^ standing in 
the back of the court^drew his weapon and shot the first Hindu dead. %ey 
were both dead right there^ within two or three seconds. That's the way that 

trial ended up, dramatically. 

CnjAjr "t^Cb SikLAbu^ ^4* 

I'm going to pass that-oaM upt — Shat figured in thet oil scandal in the 

days of 1924* I was government witness in that casa. solved the messages >aad 

shewed* some of the facts that lead to Mr. Pall's going to prison^ 'the Secretary 
fs. 

of the Interior, , 

The rum runners in'THos0^days,^used some very good codes and ciphers* Here 
is a particular case where a message was enciphered by taking code groups out 
of one book, transferring the code numbe:^for thgc^ groups into another book and 

b/r^: 






REF 

BMtrr-.. 






then adding a TOnstant value to those numbers ^cMd^is was ^^he^^ssage. All 

I had to do was to f^a^the books 

A uk) ^iBaL«cjfu«hW>^ unuiMm ^ \ 

There were some interesting things, working on the jobj^we would get mes- ^ 

sages from various government agencies to solve, ^ere is one that C 2 Uoe to the | 

White House and sent to^ Secret Seirvice. It was addressed to the President and 
AaxmaA. ^ ^ 

had this^^u^ in md after this ^ ^^ufj^ a nd ■■ oHj it wao i w a o iYf you read it back- ^ 
wards and alternate letters it e^aya "Did you ever bite a lemon?" 

^ '5 

Now I am going to jump to the question of cipher device;^ because they 
represent the modem trend. I've already mentioned to you the^cffucl' uf the X 

A -1 j t- -t- jCLTT ^ ^ ^ A^ ^ ^ -.n T • .. .-.J. Q 



invention aiKi of radiojand liter effeci^.especially^ upon ciyptology* 

Traffic in large quantities became available for interception and study, and 

hence improvement in cryptografhy had to come. It came slowly but surely. In 

U. u^s:HUtlQ 



just mhaat^r.na revolvlug concentricslly upon the other^so that you 

could change the relationship of the alphabel^. Tj^s wheel is represented also 



connection with theoreticax advances came inventions of ciyptographic devices f ' 

A ^ 

.n — ^ 

and machines, '■‘fe^^brief history of these will therefore be useful, fhat is a 

picture of the earliest cryptographic device on record, except for the o j pgfaolfl t e . 

This is taken from a book by an Italian named Alberti^ published in 1470 ^and is ^ 



in the porta book, and, by the way, I have a copy of the original edition of 

#\ 

Porta^with the cipher whee^ in place and in working order. T^j^g published 

in 1563 . “^hey didn't have any children in those d^s, obviously, or otherwise 

these things wouldn't be here^e^ via. 

I know it takes a long time to get a patent through the patent office, but 

Alberti's device was finally patented in 1865> the inventor happening to, the , 

A€-&eAl"J. ^aQx»ut 

the Chief Signal Officer of the Army atr that tim^ Major %er. Iii- wao the same 

A ^ \ 
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\ 1 i . ji , 

W*A \ 4_ 

thing used hy theJ United States in the period 1910 to 1918. There is a 
N A A 



more recent invention of the saine thing. The patent office doesn't have good 
access to literature on the subject « so every once in a while a thii^that is 
as old as the hills gets through the patent office. Now we come to aridevicey 
I mentioned that the British proposed a cipher device for use on the ^^estem 

Front in World War I, and a little bit of history of' that is interesting. Here 

A 

is a picture of a device invented by Sir Charles Wheatstone, the emminent 

life' w«u^ fit t ^ 

British mathematician, pl:^sicist and electricsa engineer.. The principle /Is X 



British mathematician 
little different from 



^ feO'vJi. 

and an inner alphabet of 26, with an eccentric motion de{i 



This Jjftd an alphabet of 27 characters 

HA . ' . t iU. 



the Ut- 



ters that you were actually going to encipher, "ith this hand, you see, you 



go around this wsy, and 



for example, if the letter H 



is represented by E^on the next revolution H w e mld -Ha e represented by the next 
lette^, which happens to be^ a Now the British took that basic inven- 

aey^.^ 



tion, and - yiniii’til 1 notice^lthat.the first slide ho^ the alphabet eu i '"tliu ea ' WJMg' ' 
in normal^rdeij What they did was to add the idea of a mixed alphabet on the 
outside. They changed the form of the device itself, but the czyptographic 
principle is identical. They had a great many of these manufactured-. I was 
at that time, working'^at the Hiverbank Laboratories^ fhis thing had been 
approved by the British, the French and the "merxcaivl. in Europe. It was sent 
to Washington, approved there by the MI-8 people ,**«ae somebody there said, "Well, 
let's see thu this fellow out in Chicago thinks about it^<jo they senteae a 



set of five test n^ssages is? ihis device. All I knew was - i^ f w a s based upon 
M>»-B WM4»£e«Jt - » . ^ 

Wheatstone principle^ employer came to me ono doy and gave me these five 

/? 

messages, each message^^S^letters long^nl^ He said, want you to solve this 















r 



5^0 

o«< A *T nwA 



thing.'* I said; ”Bat I can't solve aii^rthing as short as this. I have other 

A 

fish to fry." He saidj "Young man, on the last day of each month you get a 

little green piece of paper with ny name in the lower right hand comer. If 

ai frA 

you would like to continue receiving thossy^ you will start work^^rdiWB right 

away." I said, "Xes, sirl" Well, by hocus pocus which I won't go into, I 

succeeded in reconstructing what I thou^t was the basis for the mixing of these 
jBctIliuro ^ 

letters in nere. The word on which it was based jwae- the word "cipher, ", and I 
thought, "WeH,^there is no tu-sj!. n -Mm*, t vis^qy.i'*- 



V 

J 

1 

1 



invented the principle. 







gu®s wha^ thja^might be, by trial and error, and ^^tried uu bhij •beuaigf’ If a 



nothing to do but t^ U 



, \\ i\ 

fellow was foolish enough to use a word like cipher as the basis for mixing ohe, 

A 

0U> 

he'd be likely to use an associated word the basis for mixing the other ^4 
I tried eveiy word(in ny mind^ ssociatedlwith the word cijdier, one after 
the other, and it took.minute^.^ (HiBu ^nal^ I exhausted ny efforts^ awid Mrs. V 

Friedman, who was my right hand man at the time, was sitting in another part 2 

of the room, az^ I said, "Elizabeth, will you stop what you're doing and do 



something for me? She said, "mat?" I said, "Make yourself comfortable. I 

A, 

am going to say a word to you, and I want you to come back at me with the first 
word tnat «e«Mr-to your mind." She said, "Shoot." I said, "Cipher." She 

K 1 

said "Machine." That was it. In about ten minutes we had reconstructed the 






alphabet and solved the messages. %e first message said, "This cipher is 




British 

A 

friends. That Wheatstone princif^e is attributed to ^ir Qharles, but not long 

CU»jL\Ak«^ 

ago by sheer accident I came across this device; it's in our museum now. made 






, T ^::^t^vRnT^« 

^a<i,m<«. 4^ \ U-SvA^*^* WA#U.wifiK l^|l£^a.cL4.<^J 

a Major ^im e WadswVrth,>Ntee w^ aide to General ^^reen of Hevolutionax^ 



'w^«ta4ja^ 







Tj ' 1 ' ‘ ufciewiHA ufc, AojafifcO. ^ 

> A farae^ ewi Tt bears on ii . - this is a veiy poo3P_^cture - the date 1817, while 

Co-v\Aft^uv>e^ <^\j\AJt, 'Jf ■ 

Wheatstone, d e vis e d his^ uid described in 1870 .V I coioe now to a cipher, allegedly 

/''invited by a Frenehman,^-Bag^^i, ^‘called'i&t.'cipher cylinder, ^^^^onsj^s of 

. I ao \'\ 

\i a shaft on which are mounted discs which can be arranged in keying order, aach 
'k CyaaJvt*** .6^ vgjMMj&a/t* f4o4ti^ /fiat" flLuatca /***' 

} disc; having a different' alphabet on it. »Iou !une up the letters of your plain .. 

i^.i , 

un i text message; "Jesuis 

' /I \ 

1 5 i equ a vulont you can take any one of the other . ^ 

*^1 • like^m excellent principle, but^quite readily solvable tnese days^^ •‘•he princi- 

jf , I pie, however, was not invented by ^z^iec it was invented by our own Thomas 
f'j! ^ i«» ***4.L.ai«.-e«. , 

Jefferson, and <^ere is a- pa i^kaammmnf his description of ^ th a ng called the wheel 

d^fiier, '^ac^ily the same principle.^ 1 had an interestir^^^^Set ^^ 




atf4(e^ 

horizontal lines. ^Siooks 



i jP^ ^ y ^ o«A.^a^4yJZiti 3 unuk ajAeA'^ •wo-uT' 

connection with. the definitive /a gMXion d a . c hoMcB a n eb wertto being published 

— ' A A ^ * 

at Princeton. In 1915-16 a United States •^rmy officer by the name of^Hitt inel«|ia«Aa«J^- 



tiMrented {ag^n^that same principl^ this time not in the form of discs, but slid- 

ing strips, you see; igA this is the original model, ^s. Hitt came to RLver» 

9 ^ <u*4. -6afuAi> 

Cj' wihii thiTT th\Bg ji T B u oia it was pretty hot stuif > -amd jhe put up a chal- g^- 



bank. 



lenge message, aN9 I solved tho ' ob a- lloH g o moooago by nocus^pocusl I thought to 

myself, "Well, this lady, beautiful and charming, and so forth, but she doesn't 

A 

know much about cryptography. What kind of a key would she be likely to use 
for mixing up the order of the strip^ Well, she might use the w^d 'Biverbank 
Laboratories . ' " , That was it t In 1918 that same principle was adopted by the 
United States ^rmy ^ignal ^orps; there it is,, the M-94 device. Tliis^ as you 

VMBift .U-S~ ^ 

see, ^ mixed alphabets j you can ' take blnaii " "off ax i d put them on in order you 
please,— exactly the Vamer principl^. Wg uggd for quite a numner^ of years 



0 
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Ihtti, 



Tnis, gentlemen, *xs a picture of 



. et^ a<<SX^tt4gtV ^ JlsmtUJf., 

^1 -I 

icture of the very first SIGTOT tar one-time tape 



cryptographic transmission machine, produced by the AT&iF Company in 1913, too 
late to be used in ^orld War I. ■‘•he principle is J ^ere you pei^o^^^|^ur^ 
plain-text message, here you have a^eying tape passing through a transmitter, 

bdUfl^d ■K»A4(-a4A» 4®^ 0*jk^ vi*. >R 

^ i here is another keying tape^ J»eth^differenty^ th«4a^ loops APneAer differentjaS: 
diameters. >^nis one is a thousand characters in length and the other 999* ^ 
/xou start -them out at » given poin^ ad J ua t Llib post Ltvmj ^ — ^ 'ho&c two points 



yxou start -them out at ^ given^poin^^ adjuat Life pu3t ' Ltvmj% — ^ ho&c two points 

won't come together again until you have enciphered 99P>000 charactersl A 

I I^Orw. As ff f 

pretty good principiS,, but, again, on a challengejr^his was after I came back^ was 

demobilized and then back to Chicago 'to the Riverbank Laboratorie^s^n a chal- 

lenge,'^is was sup^sed to oe absolutely^ indecipherable; ^said so in writing 

' n C 

a letter signed by the director of Military ffntelligaice, but ^ was able 
to solve the thing without having the tapes, without knowing how long they 



were, or^ fanythi-ngi 

A 

time to go into it. 



interesting solution, but I haven't the 



This is a picture of a new type of cryptographic machine. A gentleman 
Hej^uuw/ 

ly the name of ^ e br o n out in California came forth in about 1922-23 with a 

a-^ - 

keyboard, ^otor ^a oemu teitei* switchjaw^ comutator really^ the current from 

the keyboard depressions thxs sidev a fixed comutatoriJesHag throu^ 

.Awheel here. th^F- s wi tched- J bh ea£ta’eij ewajt g^- o < )mi « Bg-out and going - ’^h rei^ a -* 

iSA.jk Vo O’V^ ^ 

^typewriter. Ni^that machine had only one rotor. In about three or four 



throu^ 



had only one rotor. In about three or four 



years, after collaboration with the Ma-vy, he came out with a five-idieel machine, 
five peeiticos, you see, and these are the types of rotors that he used,iA)Co«.U/iy9L 






■ . -s. t 




pretty high security. The %vy was about 









adopt these things. 



have a dollar 



, . wv. — \ Vi/a' 

. contract for $75*000.00. - % S ^ ^ liiaw that hit offit i didn't even n 

Ih ^ 

for that sort of thin^ Well, ^tiiy . asked jne\Wnat about itj said, ”I’ll 

study it." I oamo o ve r and .I" 0 ' Qit -- bofowB thi? thing for about six weeks before 

SCw.ui>eJ^ JL 

I had a really good idea. -Stj I went-e^er to @&ehi e fof"t ' lie ' ^ and" ? 

said, ”l think I can solve messages*" eiiEl ^e said, "^ow me." I said, "All 
^ ' righ^" He said, «^at do you want." I said, "I wjuit ten messages set up 

on your loachine." He gave me the ten messages, and I solved the thing. It 

-Vuse. 0*VSA, UAlft4&4l(e 

was a curious thin^ I was getting dressed to go outf^of course, ^it^^ok 

weeks of making distributions and finding ny way a^vind. - I had one assistant 

AM. tJiA. tKg9aa4.-9HJiAj 

at the time - he was a veteran, ^^-prize fighter, ^cauliflower ears and all, 

and he wasn't much helpj except in typing.^ I ge t to a point whe f o if • ^t^eeul di 

<AjMrt£u-w*a 

illions and millions of alphabets 
■••f T could solve that 









only - solv e ffiP r o ad ' had reduced th ea< / millionis 

ilJtlftra ^ 0, 4^«4Ciu>aw 

to a place where I had one line of. about "I # lott e re » 











wyrg*'llwi uwtlvi lattarg-.. tl-ifl^iMiinnnFt';*j 



the eggintoettth- i roi « o the 



All l i ’ i lini 



". t he letlium 



t.i 



i d ea fa iea i|i>r**«A^^ getting dressed to go out to a party that night, fiddling ^ 

z- oJ^ da Jr 

with hy bow tie„^ it ouadonly dawned -e a - m€K The phrase that woul<Lfit n 

A ^ ^President of the united States." ^^at was it I The next day I came in 
and Jua^ i ioeuplo ■ days I. headed the N 









Navy a solution; they killed the order. 



The firm went to pieces; the inventor and president of the firm wound up in 







I 

/ 



'' A«5k-**- oU 

S|ui Quentin for a^oupie or yea 

^f o MTi , d e llajpo - a iiebaae on the^ b a oM that a ^avy order was coming through; and 
when the Navy order didn't come 'through, the stock dropped to about $2.00 a / 

A , - ' 



lie of years because he. sold stook that ^ won fa to ab eg fe 



-U- 



- -24- , vrK 

'♦to diJ /lST COCA*. . 



me d ■4 c ’ httA picked up soni 
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sonie of the $2.00 stuff, went to a different 

/Pi r_ J • j._ ■ j. 1 ♦»__ j_ 1 j_ 



a share^ 

part of the state^and scld it for $10.00. didn't like that, so they put 

him in the hoosegow. 

This is a picture of the first cipher machine invented and built in 



■ctirre of the first cipher machine invented and built in 
^ mQJl ©m. 'WU, y 

Europe, called the Enigma^ OomiMJC'uikl 'Etllgluar Here are the rotors, you see; 

h 

four of them here, a board and the light bank. Tou press the k^board, the 
rotors step, and thej)|^ light up. You position these ^hing e- according to^keying , 
lettore i> Waor, also in Europe ^aftuj i ilia ^ t i me there were other inventors. 

Here is a machine called the owe which was h cl^B g heiag a vezy compli- 
cated and difficult thing - nobody could solve it. ^re is a German profes- 
sor who put out a treatise on the indecipherability of the thing, showing how 
many permutations and combinations there were. Y av> e e e i'ld H ' wwre Everybody in 
the world provided with a machine and a.keiy a nei uebPdj f " ' e'lfl^» * wo tt2riTO!^^ 

Tinmr Irny, nniil rmiionii Well, f^entlemen,. the number of permutations and com- 

A. A ’ ^ 

binations that a given cipher system affords, like 'J^e ^irds that ^ing in 

the spring," have nothing to do with the case, or at least very Httle. It 
^ 'Jfeli. HiflwIwvA. jISju 

all depends upon Jae«r those permutations and combination^ are basically, cry pto- 

graphicadi^. fJ Here is a picture of a ^edish machine of about the same period^ ol. 

^ “WLa. y\A4«r& Aaa. ^ ^ 

k^board flight bankr wi-bterrotors^. a littd fe e different Vpe nf i ngrnitwm nn-^tihnt 




case. Of course, the light^bana was slow. You had to sit down and copy by 
hand and so on; so the inventor of this machine hooked it up with an elec- 
tric Eemington typewriter, and that was the first model of a printing cipher 
machine. He later modified it so as to have the printing mechanism self- 

contained in the cryptograph, and that's a picture of the - bow i iitoolA from the 

A 

outside; and there is a pictvire of the internal workings. There is the keyboard. 
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^ ^(TwJL >.i2A^ 
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j O ' 

'y^A^*UU<i Ck««»=»t^- Vfc-vQ^^M5rv>»^ 'yvsji*vf CC Guoi.*..^. 
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Here are the switching conutators^with 



It*oj>i 'e i‘ e o urs e v t urned i * 
pins ^hat -you oowi i d put in and out^effective positioi^^like on our ionverter 
M-209 • Those pins drive a certain lever^ her^ which drives the switching 

also switch axmad- the effects 



comutators .which are in here ? aa$ you ^ 

the comutators. Here 'is the printing mechanism. This style you'll recog- 

^ 'fCLaT* «U 

nize as being very similar to tho - ^yil ae in Converter M-209 . . printed 

A 

on a tape. 

coiirse, in ' thooo - d t y e considerable thought began to be devoted to the 

encipherment of teletype comaiunications^ w w4 ■ *Ua*i' ■ twu>i /^ide from that 1802 
/V.TV’X' Cot A. 

machine that I showed yoUyi this was the first of the telstype cipher attach- 
^ aJlxr>*^ 19 a ST" 

mentsjjran invention of Col. Parker %tt^ who retired from the and Joined 

the International Telephone^jelegraph Compapy|and devoted himself for two or 



Is 



three years to producing this ^thing. H w asi* < ip alJ jHr^ere ' s the internal 

Aw ^ . * * • 



loechazdsm* It had k^ing wheels which affected the band »"^ the teletyj 
characters. These wheels were of differential diameters. This one had 101 

this one 99, this one 97, and so on, down, so that it had an extr^^- 

ft 

ly long period^ but the length of the period, again, like the birds that sing 
in the spring, has little to do with the case, " ^ t hiH^ waa put into test 

usage in the State department, called upon the War department to 

make a security evaluation. I was assigied to the Job, and had an interest- 
time with this. The State depari^ent put up a series of messages. %ey were 

ouo-e-'iir* 

stamped in at a certain hour, 10:00 o'clock in the morning; lefa s e y^ anii U 
about 10:3^^he chief of the State departamt communications^ called me and 
said, "The machine is out of order. Maybe you can fix it." I said, "I'll be 
up there in a few minutes." I slipped a piece of paper in my pocket, and 

Q 0 -26i 



; ^ 



' g 




REF 
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If Saa5^> 

jj ^]^ I- g ot ttfi .. thorO| - he ^- oQ^ ^ "I‘m aony^ ^I t,ried to catch you, but you had 
already left. It's woilcing again, so I won‘t trouble you.“ I said, "^y the 
w£^, I have a question to ask about those messages.” He immediately got sus- 
picious and asked, ”lhat do you want to know?” And I said, ”Have you got the 
plain tex^to those messages here?” ^Bd drew himse^ ^up olo&o W j and h» 
said, ”We-el, yes.” I said, ”Where are th]^.?" He said, ”In that safe over 
there.” I said, "Well, I'll sit here. lou go over to the safe and dig out 
message £fo. 7. ^ want to ask a question about it." ^ery reluctantly he 

up, opened the safe, pulled out message No. 7 , and. said, "What is it you 
to know?" I pulled out oy piece of paper, and I said, "Well, does it say — ” 

' iUjL' . 

and I read him the whole message. He prompt^ sat down on the floor. Ihat 

^ A- 

was only 35 minutes or so after it had been received. %e ITT Company butned 
its fingers on it, gave up the investment and never tried again. ^S o w e heCvg 



J 




the AT&T Company studying 




the rr&T Company 






■ l a t e r ■ on - i - mi -eay 



a w e r d - or t w o" ab e u ^ the TBMf Company 

failed . ^he . reason 
A 



p the IBtl Company als 
i^s^that without^ea w ta^ 



also tried their hands at it and 



-41P 

1<5 

i 



nobody can inve^ a thang that is going to stand up under .oayptanfdyt io' attack 

^'This is 'Converter M-20^ which we adopted J^^a^^^edish invention.tfwfcA, is 

pretty good . ^^^e^nly thing we came acros^ >V - ^££a^^ ^» for our;Si^44 use.aAw 

J^rtovxailL % 

Here are keying wheels . Here -wftlM which(]|^affected by the keying wheels^ 
Avvou-<. M ^ vw.»-v%J[«.r O it» ;i.S7 

^whvh affecv a print wheel, and^there is the tape, i very neat gadget but a. -^t7 

^not too secure when you have two or more messages in the same setuw^. 

Now, the rest of the time I would like to devote to a brief discussion of 

cryptanalytic gadgetry. TfaiSj^ a pic tin* e of ^to ny knowledj^^ the first crypt- 

analytic aid, something I got up at Hiverbank way back in 1916, ^ think it was. 



cryptanalytic guidance 
rrse-*UspJL 
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guides^ groovesl[> — could ?lido thefgo 

VttA*<ikA (a«uX-j>W«<^ 

tbingfls JinTMri d i t n w i to align letters and study them. for uri^at not.. I don't h a aow - 

n J-t-— ••• ^..j. j. L«^ni f 



a pair of glass plates 







I put dowzi^e United States War College. I had no relations with 



them, but it was nice to hand them a present, so I did that. made^^ with 
1^7 own handa* ^i^ was a wheel with rubber letters that I could arrange in 
any order I 'pleased^^ w^rn rrTnn’imhliir»‘1[hrrr'n another view of the thing, 
and here's a whole bunch of them put togethei^for whatever purposes ' 
te-«ake ef thewi 

New, from that early start have come a great many very interestirig develop- . 
ments , Here is a picture of a thiing* dated ^ctober 30, 1934j whor e- ^ sent «~ 



to Oaptain King aM Major ^kin, now Ohief ^ignal Officer, in which 

QjnJk0j»Je£L4 ^ ~ M ^ 

I made some remarks. You can see e«»e teajKdHB^at or maybe. blood on this thing. 

^ / 'A 

I was asking for a little bit of money to get some IBU machines. I said, "Please 

do your utmost to get this across for me. If you do, we can really begin to 

do worth-while cryptanalytic work." Well, the plea was successful - we got it. 

Here's a picture of part of the contract, you see, the 12th of November. It 

A 

Cbnl^l^kla month . And here is what we were getting^ and sea the^ prices 

\H7hen I think of the minions of dollars which ^w» spent ^ World War on this 

A 

sort of thing, I am amazed that from such lowly beginnings should have come 



that g^ 



►A I 

^eat establishment. This 



;s should have ( 
is a room, just one SBUg wing ^n our headquar- 



ters during the war, with tabulating machin^lbl^, here, just one after the other/-* 

-I*- ipTirinl j specif jobs. 

You know the picture the average person has of a cryptanalyst. He's a 
long-hair. He 4 mc^ thick spectacles^ and^whiskers crumbs in them and so on* 
he goes into a huddle with himself and pretty soon he comes up with an 



■.■r-28-^ 



• ;^c 



/ 
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answer. Well, that's far from the picture theseldays. Cryptanalysis and com- 

w \t '! 

munications intelligence is big business now, and 1 want to say a word or 
two about that aort or^thiHig* Ciyptanalysis of m^ern systems has been facili- 
tated, if not made possible, by the use and applic^ion^ of special czypt- 
analytic aids, including the use of high speed machi^ry of the type pictured. ^ 

here* standard^^ alM modifications of those machines^ w^^>re importantly^iby* U; 

r £U u/xK> 

the invention^ and' developmen^^f electroni^ gadgetiyT^As I said before, the 

■w J^ e' Buiri S w 






j. ■, 




number of permutations^ well| - J' 11-gel LU UEn. ' 

nf ''•"■‘M and combinations in w^lf Isn't too significant. It's what 

U they are . basically . In modem ci^^tanaiysis what you are up gainst « a great ^..r 

^ P-ajJL ^ M' 

multiplicity of hypotheses then must be tested oul^ one after the other, until 

... — ^ 




^you find the correct one^ ‘I hia. c a j ft- 



f W0 S/aav ax U0J> uiX0 ^ LcxxWiXJ> i 

■ be '- TOa e raepo e e aly by th e oo mactiAno e, and- 
bJ' I want 



htrh nprmii nifj*ir» ^ want to show you what ^ 

some of these^look like. i ii ti i mwd y nii w ' hahul^iH i .ig Her^is S0f^ pup ^ 

— That r *s ' - a" ' 3p B Clali i zre ' d-1d ! an g.y s^j 






tot. 



whieBi' ' we a a rl .1. Lft . aMWfth ii i n ffl . dflan'ii pn o r in — That r *s ' - a-sp gc lali i ge ' 

< ^ ^ bJV6CA4dW^ 

fe6-y9Qr4mqi»-<ibPti y*”'* *.r\-^dn^An a cryptanalytic p raeti e ing Center i^&«i4^hr-er 

. 4»)a£ 7?^ tb . .. . ' * 'a. 



usj^ -^a«r jaa.efb^ 
duplicate what thousands of people on the eneoy side are doing«U]Xt 

Is of the messages i>S^As the headqueu'ters 



takes thousands 

u ... - . _ 

>5fiiey all flow into one place, and you can o 



- __ tne messages* wj^ on Tine neaaquarLers , f. 

-- - - - nlace. and vou can ortLv have a eertain num- ** 



ber of people to . T»o i >d» ' ttwi aoieeeeeo g e o-eBd process them. If you have the key^ 

then it becomes a problem of production— line deciphering]T so we devisetf special ! 

machines to^^eke* the me8sage3.x an d- Qe o tpheg towr^ This^ may not have aiy resem- j 

blance whatsoever to the eneny's cryptographic machine, but itits an 'iwnloQiri ; 

it duplicates what their machine does, and at a high rate of speed. ^ Wiai^U's / 

^ 

a picture of such a device. ftiwMi io n tabulator, .standard tabulator with a / 






'' >)h— P9» 






"'f^JLr.jSLMSnV^^h JVO-tA.»v4L- tA 



t'RE-Fi', ID 

'■ - ’ ’’ . '■' "i_»-^ 1.!, 



special attachment devised I37 our own engineers susceptible of what we call 
doing "brute force" operations, where vou are trving to solve a thihg on the 
basis of repetition. Well, if you've got millions and millions of letters, the 

/W 

location of those repetitions is a pretty laborious thing if you have to do 

it hy hand, so we speed<Kl«.d<% up. ^ machine of this kind will locate those 

repetitions^^s^T^^^^ne-ten-thousandt^of the time that it would take to do it 

by hand. Here is a specialized machine,' again a tabulator, with an attachment^ 

here^that is^used for passing the text of one message against the text of 

another message in order to find certain similarities or perhaps p^v^aiA'dif- 

ferences, and it does it automatically. These relays are set up according to 
A 



certain circuitry^ you start the machine, and low and behold, it produces 

3 th at y o u got % 



a printed record of the message 



Here is a machine which •*> personally call "Rodin. " ®odin was the great 




French ^cu l^u re r ' who sculjated a piece of engineering known as* The Thinker. 1 

up, a-t <rf pSAji ^ 

This machine^thinks . What it does is^ yeu ' -giwi ' t a certain number of hypo- 
theses and you tell it, "Now, you examine these hypotheses and come up with Oni 

answer." The machine takes the first hypotheses, let's say, aadsair examines^ 

A N 

that, and if it comes to a contradiction.it says, "Hell, that's no good; I'll 
go back and take up the next one." And so on. -0he after the other^at a high 
rate of s peed, electronic speed, fhat's only one small section of the^^ttii«g^. 

Well, we've got left here a few minutes in which I should say something, 
about the current employment aad manner of employment, y o ujiao y I've devoted 

A 

two hours to talking about the background and development and haven't said Vvww«»i«..| 
about the manner of employment, ^'^ell, we could discuss that under 

various headings, but it is obvious from the disclosures^ of Pearl Harbor, that 

\Xj> ^ 

the manner of . employment in.World War II must have been very efficacious. I 
/» ■ A 



■ 3Q t- 









kQ. - <a J2i2 



jh£g=-vd2L<^ 

OtrLfc&ju- __Ui=®u© 



r/]& 






\A/atA 


















wish I had the time to read you the whole of the ^arshall -Dej^v correspondence 
that article in Time was based upon, but I think thatlwhat I am going to 



ssy next is 



important . 'Qie interception of foreign 



comnninications and subsequent processing requires the services of numerous 
communications and other trained personnel. In order that the product may be 
most useful operationally , and not merely historically interesting, the 



q^ptiopr^ifNsIte intercept traffic has got to be 



q^pTr&Q]>^«rL 'vne int 






expeditiously 



processing centei^, and after processing the must be promptly trans- 






mitted to the people who eval^te irt from an intelligence point of view, 

'*“4“ Vk AM 4 M-+' a"I *1 4 A MA A V%A MA AMM aH A M<4 ^4 M A ama a a a a a a M a ^ ^ mal^A A A ^ *1 ^ 



to other intelli g ence personnel, and Jin some cases where it makes a differences^ 
a great differenc^^ seco^ perhaps -^transmitted direct to operational com- 
manders. %e need for trained communications personnel, intelligence experts, 
Ox*-A .£^ — — - — 

radio engineers, (^Lectronic^ teehnj e ioaa , mathematicians, linguists, anCT ciypt- 



radio engineers, ( glectronicj ? teehnj e ioaa , mathematicians, linguists, aatifl ciypt- 
analysts and other highly skilled personnel, militazy and civilian, is there- 

^ I 

fore quite obvious. It takes a large organization. In 1939 or 4^ the totality 
of personnel in the Amy and Navy devoted to this work was about 300. In 1945 
we had 37,000; fhat gives you^anr idea jwhat it takes, aside from millions and 
millions of dollars for equipment, both communications equif^nt and this type 
of equipment that ^^^f^ou a little story about.*^^ome of the ciyptanaly- 
tic and conummications intelligence processes can be accomplished in the field 
to meet certain i^ediate needs of field tactical commanders, and these have 
been provided for by each of the three services in order tp meet special needs 
in tMs categozy. But communications intelligence processizig 'rTTmifriinilily i 
complex iii«i^NiM.iWgaHtcti^ much of can be done well only at major. 



complex aa^rte4ffl%^|iractiv^ much of can be done well only at major, 

large processing plants where the limited number of highly skilled perscmnel 
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can be concentrated and very special specialized cryptanalytic loachinezy can 

_ Oar-ixsujiX^cCXSL^ 

be installed and maintained. You see, we have to havo^O" oonaentra ' ta.aw - of ' bho 
personnel^ /%ere are only a limited Tiumbe^ You can t find people trained 
in this field in civil life because there is no need for au actlv±tyu4if 
cryptanalysis in commerce or industry, -aadwhen war comes we don't have a pool 
of trained f -— ■“-■t which to draw to augment our forces. 

A U...., .... C 

We've got to take basically intelligent people with good background^ and good 




education anc 

Now, I y _ 

dination of communication intelligence activities with t he g e Herait ' intelligence 
£ind tactical situation. %ere you've got to have certain cover methods. For 
example, when a decision has been made to take action based upon communications 
intelligence, a careful effort must be made to insxu'e that the action cannot 
be attributed to communications intelligence alone. Otherwise you will kill 
the goose that lays the golden egg. I^hen possible, action must alwsys be pre- 

ceded by suitable recoimaisance or other deceptive methods, ^or example, if 

A 

there is a convoy out in the middle of the ocean and suddenly it is attacked 

by air, the question might well rise, "Well, how the hell did they know we 
VA'R*^ VStfe tr^cu4i4. — fis li^ 

were.^out.^her^?" You see, you make cover for thS^. 'j^Another aspect of coordina- 
tion between operations and communications intelligence is to be mentioned. 

The communications intelligence peopl* should be carefully oriented to give 
optimum coverage of operations in progress. There are just so many facilities 
and pnnp3— 4-.^. «Typ^■aT^yly^■■i< 

Ak 




-flTypt ii Rnmrti " n tii 1-t - 1 i n communications intelligence 



work^ Thr i r r r^r i jnet i m r- m n ny i i iTfJ i lil i n i bliw ., and there's a great deal of traffic, an 
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enonnoiis amount. QP^ ^tro na tc h of It can be processed^ /^ou’ve got to neglect 

the rest. Xt's essential^ therefore, that the comv^ 

urvv^uara 

cations intelligence^pee^^ be abreast ^^^e current situation so that they'll 

know where to put their maximum effort, ^^hair knowledge of the tactical situ-. 

ation is^adUnr essential to a proper interpretation of certiin^iaat egaals . It's 

important, to correlate the communicatioiss intelligence work with^o^r^.ons ^ 

r hffaflna n If in exuberance our aircraft knock out. radio stations, the very suc- 

/V » ^ 

cess of operation has repercussions upon conmiunications intelligence. You 

seeij Kne e ling those e«t .makes' unavailable to us a lot of traffic; so that hj» 
uiLlW'Ksa COHtf^T 

be coordinatec^ ^iiere is another' reason for being very careful to coordinate, 
and that is that -Iph-r oyntn-r -ir~ usuaUy world-wide 

or area-wide in distribution, and if you don't coordinate y©w»^ operations with 

OOH I W'T 

your-^ so as to cover up your source of infomation, t h e | e ‘ - m a y b ^ j u’gpAuio ii B ’ 

< compromxse4whi 



u* a. ^ CoHiNT* 

who goto c fe a6 -w j f " fh a 



hich would have far-reaching consequences. You see, a commander 

^iNr 

«dMM and seeks a minor advantage by using it in one 



localit;^ may deprive eMn» consnanders in other areas of much greater adv£ui- 
tag^ you^on't .compromise the source of inf ormatio^^'%^Vl^]ile knowledge 
and experience point to the necessity of exploiting every possible advantage 

UA. '^soadh^L >6ro4jt£flu 

that the situation affords when you get this stuff, and^the temptation is, of 

course, very great jw lieitr iiff to use the material whenever it is 

available, nevertheless this often may lead to carelessness in its us^which 

may lead to Jeopardizing the source. Of course, the full value of communica- 

tions intelligence cannot be realized uiiLess operational use is made of it. 

Howler, when action is contemplated based upon such intelligence, the possi- 

IbAx compromise of the source must always be borne in mind and the danger weig^bd 
K 
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against military advantages to be gained. Minor advantages never alone are 
N 

sufficient ground for risking the loss of the source. 

Well, gentlemen, it*s 10:00 o’clock. I'm sorry that we don't have any 



time to answer questions ^ p ight -h o'ro v I welcome you to examine the exhibits, 

^ T T 

if I can answer a question while you are doing it,* 1 will be glad 

to do that, ^ank you very much for your courtesy and your attention. 
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